
MA 111-CRYPTOGRAPHY:

NOTES ON UNITS AND MULTIPLICATIVE INVERSE

MCCABE OLSEN

In light of the many missing lectures due to snow days, I have a bit of a predicament with how to
cover the necessary material for this unit of the course. After looking at all the options, the “best”
option for both myself and students is the following: You need to read these notes in entirety and
make sure that you are comfortable with the material. This material would have been covered on
the first half of Thursdays lecture. I will NOT be covering this material in lecture (except
for maybe answering some questions), but it WILL be on the exam!! With this in
mind, I will try to write these notes to be as readable as possible and will include many examples.
Nevertheless, if you have questions, please ask me!! You can email me, come to office hours, or ask
in class.

1. Zero Divisors– A short Review

In this section, I will briefly review some of the material covered on March 3rd in class. You can
of course find the slides we used at the website http://www.ms.uky.edu/~mjol222/Teaching/

MA111_S15/crypt.html.
Consider the following Definition:

Definition 1.1 (Zero Divisor). A Zero Divisor modulo n is a value a( mod n) 6= 0( mod n)
and there exists some other value b( mod n) 6= 0( mod n) so that

a · b( mod n) = 0( mod n).

To get a better sense of this definition consider the following examples

Example 1.2 (Zero Divisor Examples). ..

• 3(mod 6) is zero divisor mod 6. This is true because:

– 3(mod 6) 6= 0(mod 6)
– 2(mod 6) 6= 0(mod 6)
– But

2 · 3(mod 6) = 6(mod 6) = 0(mod 6).

This also means that 2(mod 6) is a zero divisor modulo 6.

• 13 mod 26 is Zero Divisor modulo 26. Why:
– 13(mod 26) 6= 0(mod 26)
– 2(mod 26) 6= 0(mod 26)
– However,

2 · 13(mod 26) = 26(mod 26) = 0(mod 26)

Further, 2(mod 26) is also a zero divisor modulo 26.
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• 14modn42 and 3modn42 are Zero Divisors modulo 42, because
– 14modn42 6= 0modn42
– 3modn42 6= 0modn42
– But

14 · 3(mod 42) = 42modn42 = 0modn42.

If you would like some more practice with zero divisors please consult the slides from class on
March 3.

2. Greatest Common Divisors–Mostly a Review

In this section, we discuss the Greatest Common Divisor. While this was defined in class, and
we had some practice working with it, it is a very important idea, so we should investigate more
thoroughly.

Here is the definition of Greatest Common Divisor, which we commonly refer to as the
“GCD”:

Definition 2.1 (GCD). The Greatest Common Divisor of two values, say x and y, is the
largest factor shared by both x and y. We will often refer to this largest factor with the notation

gcd(x, y).

To better understand this definition, we should see some simple examples.

Example 2.2. The following are examples of the GCD:

(1) The GCD of 2 and 4, gcd(2, 4) = 2 . This should be clear to see as the only factors of 2

are: 1 and 2. The factors of 4 are: 1, 2, and 4. Therefore, the largest factor is 2.

(2) The GCD of 12 and 18, gcd(12, 18) = 6 . We can see this by listing the factors of 12 and

18:
• Factors of 12: 1,2,3,4, 6○,12
• Factors of 18: 1,2,3, 6○,9,18

(3) The GCD of 36 and 45, gcd(36, 45) = 9 . We can see this by listing the factors of both 36

and 45:
• Factors of 36: 1,2,3,4,6, 9○,12,18,36
• Factors of 45: 1,3,5, 9○,15,45

As suggested in the above examples, the way in which we are to find greatest common divisors is
by listing the factors of two given numbers. This is explicitly mentioned in the following Theorem:

Theorem 2.3 (Finding gcd). To find gcd(x, y), list all of the factors of both x and y. Once the
lists are complete, identify the largest number that appears in both lists.

We have one additional definition with regards to Greatest Common Divisors: The notion of
Relatively Prime.

Definition 2.4 (Relatively Prime). Two values x and y are said to be Relatively Prime if
gcd(x, y) = 1.
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Example 2.5 (More GCD Examples: Are two numbers relatively prime?). .

(1) The numbers 12 and 13 ARE relatively prime, as gcd(12, 13) = 1.
• Factors of 12: 1○,2,3,4,6,12
• Factors of 13: 1○, 13

(2) The numbers 36 and 45 ARE NOT relatively prime, as gcd(36, 45) = 9, which we found in
a previous example.

Essentially, the entire notion of relatively prime just gives a name to a particular property of
the greatest common divisor that we particularly care about. Specifically, why we care is found in
the next section.

3. Units–New Material

We now move on to completely new material not covered in lecture what so ever. This is the
notion of a Unit modulo n.

Definition 3.1. A value a < n with gcd(a, n) = 1 is called a unit modulo n. Stated with
mathematical notation, the simplified value

a mod n

is a unit when gcd(a, n) = 1.

If a > n (a is bigger than n), we usually first simplify a mod n = b mod n, then determine if b
mod n is a unit.

Another way of saying the above is a mod n is a unit if a and n are Relatively Prime!.
It will be useful to see a plethora examples.

Example 3.2 (Practice determining Units). .

(1) 3(mod 4) IS A UNIT . This follows because gcd(3, 4) = 1. This GCD can be easily seen

by listing the factors of 3 and 4.

(2) 2(mod 4) is NOT A UNIT! . This is because gcd(2, 4) = 2, which we calculated earlier.

(3) 12(mod 13) IS A UNIT. because gcd(12, 13) = 1, which we showed above.

(4) 24(mod 27) IS NOT A UNIT. This is true because gcd(24, 27) = 3, which we can see by

• Factors of 24: 1, 2, 3○, 4, 6, 8, 12, 24
• Factors of 27: 1, 3○, 9, 27

(5) 13(mod 26) NOT A UNIT as gcd(13, 26) = 13. Notice that in this case, we do not need

to list all of the factors of both 13 and 26, but rather we can just recognize that 13 is a
factor of 26, which automatically means that the GCD is 13.

(6) 5(mod 26) IS A UNIT because we have gcd(5, 26) = 1, which follows as

• Factors of 5: 1○, 5
• Factors of 26: 1○, 2, 13, 26
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(7) x mod 19 IS A Unit for: 0 < x < 19 This is true because the only factors of 19 are 1 and
itself (this is because 19 is a prime number). So, if I choose ANY number greater than 0
and less than 19, the GCD of x and 19 must be 1.
Note: This argument works for ANY prime number p if we replace all instances of the
number 19 with p in the above statement.

Now that we have the notion of what it means for a value to be a unit modulo n, as well as
the previous notion of what it means for a value to be a zero divisor modulo n, we may now
introduce a connection between these two concepts.

Theorem 3.3 (Zero-Divisor and Unit Connection). A nonzero modular arithmetic value a(mod n)
is either a unit OR a zero-divisor (BUT NOT BOTH!).

• If gcd(a, n) = 1 then a(mod n) is a unit.

• If gcd(a, n) 6= 1 then a(mod n) is a zero-divisor.

Why is this important? What this theorem means for us is the following: Rather than having
to explicitly (and exhaustively) check to see if a number is a zero-divisor by multiplying it by many
other values, we can now use a relatively easy calculation to tell much more quickly.

Example 3.4 (Determining if values are zero divisors or units quickly). .

(1) 4(mod 24) is a zero divisor, as gcd(4, 24) = 4.

(2) 17(mod 24) is a unit, as gcd(17, 24) = 1.

(3) 15(mod 20) is a zero divisor as gcd(15, 20) = 5.

(4) 15(mod 26) is a unit as gcd(15, 26) = 1.

4. Multiplicative Inverses–More New Material

So far, we have mentioned a lot of things about zero divisors and units modulo n. However,
what we have not yet discussed is the question of why we care about the distinction between the
two. We care because Units have what we call a Multiplicative Inverse which is something that
very important in using the Times Cipher.

Here is the definition of a Multiplicative Inverse:

Definition 4.1. The unit a(mod n) has multiplicative inverse b(mod n) if

a · b = 1(mod n).

This also says that the multiplicative inverse of b(mod n) is a(mod n).

For a moment, lets leave the world of modular arithmetic and consider normal arithmetic. All
numbers (in the sense that you are used to) have multiplicative inverses. Namely, if we have a
number x, we also have the number 1

x and we know that x · 1x = 1. For a more concert example

consider 5 and 1
5 , which we of course know that 5 · 15 = 5

5 = 1.
Now, as we have seen before, modular arithmetic can be very weird. In particular, sometimes

bad things can happen, which in this case means the existence of zero divisors (bad) and lack of
multiplicative inverses (also bad). What we have building up with all of this modular arithmetic
is the ability to tell which values have these bad properties so that we can avoid them.
Note: The importance of the existence of multiplicative inverses is that
they allow as to decode messages sent by the Times Cipher.



UNITS AND MULTIPLICATIVE INVERSES 5

Here is a method for finding multiplicative inverses:

Theorem 4.2 (Finding Multiplicative Inverses). To find the multiplicative inverse to a(mod n),
where gcd(a, n) = 1, do the following:

(i) Make a list of ALL units b(mod n). This list will always start with 1 and end with n− 1.

(ii) For each value b(mod n) in the list above, calculate a · b(mod n).
If a · b(mod n) = 1 then b is the multiplicative inverse.

If a · b(mod n) 6= 1 then go to the next number in the list.

Lets get some practice using the method for finding multiplicative inverses:

Example 4.3. Find the multiplicative inverse of 4(mod 5).
First notice that gcd(4, 5) = 1, meaning that 4 is a unit and hence will have a multiplicative inverse.

Next list all of the units modulo 5. The units are: 1, 2, 3, 4. As all of these numbers are relatively
prime with 5. (You should check this for yourself). Now, try multiplying all numbers until you
find one with which the product is 1 mod 5. Start at 2 and work your way up:

2 · 4(mod 5) = 8(mod 5) = 3(mod 5) 6= 1(mod 5)

So 2 is not the multiplicative inverse. Now try 3:

3 · 4(mod 5) = 12(mod 5) = 2(mod 5) 6= 1(mod 5)

So 3 is not the multiplicative inverse. Now try 4:

4 · 4(mod 5) = 16(mod 5) = 1(mod 5)

Thus, 4 is the multiplicative inverse of 4.

Now lets try a harder example

Example 4.4 (Finding Multiplicative Inverses ). For English language Times Ciphers, we use
(mod 26). It is easy to check that the units a(mod 26) are the odd values, excluding 13. Lets find
the multiplicative inverse for 21(mod 26)
We have already determine that the units modulo 26 are all of the odd numbers between 0 and
26, but NOT 13. So, we will simply try multiplying 21 by odd values starting at 3 and going to 25
until we arrive at the desired value, which gives us 1(mod 26).

3 · 21(mod 26) = 63(mod 26) = 11(mod 26) 6= 1(mod 26)

So, 3 is not the multiplicative inverse of 21. Now try 5:

5 · 21(mod 26) = 105(mod 26) = 1(mod 26)

Therefore, we have that 5 is the multiplicative inverse of 21. We also automatically have that 21
is the multiplicative inverse of 5.

Example 4.5 (Finding Multiplicative Inverses). We can use the same method used in the previous
examples to find the multiplicative inverses of all units a(mod 26):

Unit
Value 1 3 5 7 9 11 15 17 19 21 23 25
Mult.

Inverse 1 9 21 15 3 19 7 23 11 5 17 25
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Notice that multiplicative inverses come in pairs. Further, this table is only for Modulo 26, it will
not necessarily hold for a different mod number.
For Practice, you should try to create this table for yourself independently.

5. The Times Cipher: Why we care about all of the above

While the ideas related to modular arithmetic which we have discussed have deep mathematical
significance both intrinsically and in many areas of mathematics, the reason we care (in the context
of this course) is that these ideas make the Times Cipher a valid encryption tool.

Theorem 5.1 (Times Cipher Conditions). On an alphabet with n letters, the Times Cipher is
defined to be the encryption

? ·�(mod n) = �

A value ? can be used for the Times Cipher if and only if gcd(?, n) = 1. That is, ?(mod n) must
be a unit.

Therefore, the Times Cipher is a perfectly valid method for encryption provided that we only
use units.

Therefore, if we are using the English Alphabet, the only valid times cipher multipliers are as
follows:

Example 5.2 (English Times Ciphers that work). The values that ? can be in an English Times
Cipher are

1, 3, 5, 7, 9, 11, 15, 17, 19, 21, 23, 25

As these are the only units modulo 26.

This is why the above is true:

Definition 5.3 (Times Cipher Decryption). The Times Cipher on an n letter alphabet encoded
by the following

? ·�(mod n) = �

can be decoded with the equation

∗ ·�(mod n) = �
where ∗ is the multiplicative inverse modulo n of ?. That is, ? · ∗(mod n) = 1(mod n)

We can only use units, because we can decode messages which were encrypted via the Times
Cipher using units.

Lets do some example decoding messages encoded with the times cipher

Example 5.4. We will use the standard English Alphabet for this example. Decode the message
“XRJJS” which was encoded using the Times Cipher with value ? = 3.
First we need to find the multiplicative inverse of 3(mod 26). Using methods from the section of
multiplicative inverses, we can (easily) find that this value is ∗ = 9(mod 26). Now, the letters of
this Ciphertext have the following associated values:

X : �1 = 24; R : �2 = 18; J : �3 = 10; J : �4 = 10; S : �5 = 19

Now we will apply the equation

9 ·�(mod 26) = �



UNITS AND MULTIPLICATIVE INVERSES 7

In doing so we get the following values:

�1 = 8; �2 = 6; �3 = 12; �4 = 12; �5 = 15;

(You should check this arithmetic for yourselves, it is good practice)
This gives the Plaintext Message: “HELLO”.

Here is another example:

Example 5.5. Decrypt the message “IHCO” which was encoded with ? = 21.
First, we have that ∗ = 5, which we showed earlier. So, we have the ciphertext values:

�1 = 9; �2 = 8; �3 = 3; �4 = 15

We then apply the equation
5 ·�(mod 26) = �

in doing so, we get the following plaintext values:

�1 = 19; �2 = 14; �3 = 15; �4 = 23

(Check this arithmetic for yourself)
Which gives the plaintext message “SNOW”.

Here is an example using the Greek Alphabet instead:

Example 5.6. The Ciphertext “α η τ ξ” was encoded using the Times Cipher with ? = 7. Decode
the message.
First, note that 7(mod 24) is a unit and is valid for the times cipher. Next, we must find ∗. Using
our previous methods, we can find that this is ∗ = 7 as 7 · 7(mod 24) = 48(mod 24) = 1(mod 24).
So now we have the ciphertext values:

�1 = 1; �2 = 7; �3 = 19; �4 = 14

and we can then apply the equation

7 ·�(mod 24) = �

which results in the following plaintext values (which the reader should check the arithmetic for
them selves):

�1 = 7; �2 = 1; �3 = 13; �4 = 2;

which gives the plaintext “η α ν β”
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6. Practice Exercises

Here are some practice problems to help you with this material.

(1) Determine if the following values are units or zero divisors. Justify your answers:
• 4(mod 8)
• 13(mod 39)
• 42(mod 85)
• 17(mod 24)
• 47(mod 94)
• 123(mod 144)
• 77(mod 84)

(2) Find the multiplicative inverses of the following if possible. If not possible, explain why.
• 3(mod 7)
• 17(mod 24)
• 12(mod 26)
• 8(mod 9)
• 13(mod 15)
• 19(mod 26)
• 5(mod 13)

(3) Decode the message (from the standard English alphabet) “MSPV” which was encoded
with the Times Cipher ? = 19.

(4) Decode the message (from the Greek Alphabet) “µ ξ phi σ” which was encoded with the
Times Cipher value ? = 5.

(5) .

Alien Alphabet
! @ # $ % & ∅ Q ⊕ Σ Ψ
1 2 3 4 5 6 7 8 9 10 11

Decode the message “Σ ∅ ! ⊕” from the above alphabet which was encoded using the Times
Cipher value ? = 7.
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