
Material for the Day

Last Time:

Caesar Cipher

Shift Ciphers

Modular Additive Inverses (i.e. simplifying negative mod n)

New Material

Times Cipher

More Modular Arithmetic

Zero Divisors
Units
Multiplicative Inverses



New Cipher Times

Example (New Cipher Times)

Enemy agents are trying to invent a new type of cipher. He
decides on the following encryption scheme:

Plaintext � converts to Ciphertext �
A → C
B → F
C → I

How will the plaintext letter “D” be encrypted?

How will the plaintext letter “K” be encrypted?



Encryption Method: Times Cipher

Definition (Encryption: Times Cipher)

A Times Cipher (also called a Decimation Cipher) can be
encrypted by scaling each letter position by an amount ?.

The conversion from English plaintext � to ciphertext � is
represented by the formula

?×�(mod 26) = �.

The conversion from plaintext � in a Language with n letters to

ciphertext � is represented by the formula

?×�(mod n) = �.



Trouble with Times Cipher

Example (Trouble with Times Cipher)

An enemy agent uses the Times cipher

?×�(mod 26) = �.

For the times cipher 4×�(mod 26) = �, how is the letter
“I” encrypted?

For the times cipher 4×�(mod 26) = �, how is the letter
“V” encrypted?

What could be wrong with the cipher 4×�(mod 26) = �?



Related Idea: Zero-Divisors

A weird thing can happen when using a Times Cipher.

Definition (Related Idea: Zero Divisor)

A zero divisor modulo n for a is a non-zero simplified a where
some other non-zero simplified value b gives

a · b(mod n) = 0.

Example (Zero-Divisor for n = 6)

The values a = 2(mod 6) and b = 3(mod 6) are simplified and not
equal to zero-divisor. However,

a · b(mod n) = 2 · 3(mod 6) = 0

Because a · b(mod n) = 0, we can say that both a = 2(mod 6) and
b = 3(mod 6) are zero-divisors.



Drill Time: Zero–Divisors 1

Example (Drill Time: Zero–Divisors 1)

Answer these questions about zero-divisors, then check your
answers with a neighbor!

Does 3 multiply with 2(mod 6) to make zero?

Does 3 multiply with 12(mod 18) to make zero?

Is there a non-zero number to multiply 2(mod 4) to make
zero?

Is there a non-zero number to multiply 3(mod 4) to make
zero?

Is there a non-zero number to multiply 2(mod 10) to make
zero?



Drill Time: Zero–Divisors 2

Example (Drill Time: Zero–Divisors 2)

Answer these questions about zero-divisors, then check your
answers with a neighbor!

Is 6(mod 15) a zero-divisor?

Is 10(mod 15) a zero-divisor?

Is 14(mod 21) a zero-divisor?

Is 9(mod 33) a zero-divisor?

Find a value n so that 4(mod n) is a zero-divisor.

Find a value n so that 11(mod n) is a zero-divisor.



Related Idea: Factors; Prime and Composite Numbers

Definition (Related Idea: Factors; Prime and Composite Numbers)

A factor of an integer n is any number a that has a partner b with

a · b = n.

An positive integer n is prime if n has exactly two factors, 1 and n.
An positive integer n greater than one is composite if it is not
prime. That is, n is composite means that n has more than two
factors.

Example (Factors; Prime and Composite Numbers)

Since 3 · 8 = 24, the integer n = 24 has factors a = 3 and b = 8.
Other factors for n = 24 are 1, 2, 4, 6, and 12. So n = 24 is
definitely a composite number.

The integer n = 17 has no factors other than 1 and 17. So 17 is a
prime number.



Times Cipher and Zero–Divisors 1

Example (Times Cipher and Zero–Divisors 1)

Why is 13(mod 26) a zero–divisor for an English language
times cipher?

Why is 8(mod 26) a zero–divisor for an English language
times cipher?

Find others value for ? so that ?(mod 26) is a zero-divisor.



Times Cipher and Zero–Divisors 3
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Example (Times Cipher and Zero–Divisors 3)

Is 3(mod 11) a zero–divisor for an alien language times
cipher?

Is 5(mod 11) a zero–divisor for an alien language times
cipher?

Is 10(mod 11) a zero–divisor for an alien language times
cipher?



Related Idea: Greatest Common Divisor or gcd

Definition (Related Idea: Greatest Common Divisor or gcd)

The greatest common divisor of two numbers a and n, often
written as

gcd(a, n)

is the largest integer that is a factor of both a and n.

Two numbers a and n are said to be relatively prime if

gcd(a, n) = 1.

This means that 1 is the only factor both a and n share.

Example (gcd)

For a = 12 and n = 18, we have gcd(12, 18) = 6.

For a = 12 and n = 19, we have gcd(12, 19) = 1.
So 12 and 19 are relatively prime.



Related Idea: Finding gcd (Greatest Common Divisor)

Our previous definition of gcd(a, n) is really important! We should
have a way of finding gcd(a, n).

Theorem (Finding gcd)

To find gcd(a, n), list all of the factors of both a and n. Once the
lists are complete, identify the largest number that appears in both
lists. If 1 is the largest number, then a and n are relatively prime.

Example (Finding gcd)

For a = 12 and n = 18 we know the following.

Factors of 12: 1, 2, 3, 4, 6, 12 and
Factors of 18: 1, 2, 3, 6, 9, 18.

Since 6 is the largest number that appears in both lists,
gcd(12, 18) = 6.

For a = 12 and n = 19 we have the factors of 12 above, but 19 is
prime and only has factors 1 and 19. So gcd(12, 19) = 1.



Drill Time: Factors, GCD, and Relatively Prime

Example (Drill Time: Factors, GCD, and Relatively Prime)

Answer these questions, then check your answers with a neighbor!

Is 6 a factor of 42?

What are the factors of 56?

What is gcd(15, 30)?

What is gcd(15, 20)?

What is gcd(12, 40)?

Are 8 and 12 relatively prime?

Are 5 and 12 relatively prime?



Related Idea: Unit

Definition (Related Idea: Unit)

A value a < n with gcd(a, n) = 1 is called a unit modulo n.

Stated with mathematical notation, the simplified value

a(mod n)

is a unit when gcd(a, n) = 1.

If a > n (a is bigger than n), we usually first simplify
a(mod n) = b(mod n), then determine if b(mod n) is a unit.

Example (Identifying units mod n)

The value 12(mod 19) is a unit. This is because gcd(12, 19) = 1.

The value 23(mod 20) is not simplified!
Note that 23(mod 20) = 3(mod 20). Since gcd(3, 20) = 1 we
have 3(mod 20) a unit.
This says that 23(mod 20) = 3(mod 20) is a unit too!



English Times Cipher

Example (English Times Cipher)

Is 3(mod 26) an unit? Why or why not?

What is 3× 9(mod 26)?

What is 17× 23(mod 26)?



Related Idea: Zero-Divisor and Unit Connection

Theorem (Related Idea: Zero-Divisor and Unit Connection)

A nonzero modular arithmetic value a(mod n) is either a unit or a
zero-divisor (but not both).

If gcd(a, n) = 1 then a(mod n) is a unit.

If gcd(a, n) 6= 1 then a(mod n) is a zero-divisor.

Example (Identifying zero-divisors and units mod n)

The theorem above allows us to easily list out units and
zero-divisors by using gcd. For (mod 12) the units are

1, 5, 7, 11

and the zero-divisors are every other non-zero value

2, 3, 4, 6, 8, 9, 10.



Related Idea: Multiplicative Inverse

There’s an idea related to units:

Definition (Related Idea: Multiplicative Inverse)

The unit a(mod n) has multiplicative inverse b(mod n) if

a · b = 1(mod n).

This also says that the multiplicative inverse of b(mod n) is
a(mod n).

Example (Multiplicative Inverses)

For (mod 10), the units are 1, 3, 7, 9. Notice that

1 · 1 = 1(mod 10), so 1 is the multiplicative inverse of 1
(This is true for all n.)

3 · 7 = 21(mod 10) = 1(mod 10), so 3 and 7 are
multiplicative inverses.

9 · 9 = 81(mod 10) = 1(mod 10), so 9 is the multiplicative
inverse of itself!



Finding Multiplicative Inverses, Method 1

Remember, only units have multiplicative inverses. This leads to
our first method for finding multiplicative inverses.

Theorem (Finding Multiplicative Inverses, Method 1)

To find the multiplicative inverse to a(mod n), where
gcd(a, n) = 1, do the following:

(i) Make a list of ALL units b(mod n). This list will always start
with 1 and end with n − 1.

(ii) For each value b(mod n) in the list above, calculate
a · b(mod n).
If a · b(mod n) = 1 then b is the multiplicative inverse.
If a · b(mod n) 6= 1 then go to the next number in the list.

For some values of n (like n = 12) there are very few units, so it is
easy to quickly check all products a · b(mod n).


