
Material for the Day

Review Material (Covered Quickly)

Units

Multiplicative Inverses

Times Cipher Decryption

New Material

The Basics of RSA encryption (Public Key Encryption)

Hopefully we will have some time to review at the end.



Related Idea: Unit

Definition (Related Idea: Unit)

A value a < n with gcd(a, n) = 1 is called a unit modulo n.

Stated with mathematical notation, the simplified value

a(mod n)

is a unit when gcd(a, n) = 1.

If a > n (a is bigger than n), we usually first simplify
a(mod n) = b(mod n), then determine if b(mod n) is a unit.

Example (Identifying units mod n)

The value 12(mod 19) is a unit. This is because gcd(12, 19) = 1.

The value 23(mod 20) is not simplified!
Note that 23(mod 20) = 3(mod 20). Since gcd(3, 20) = 1 we
have 3(mod 20) a unit.
This says that 23(mod 20) = 3(mod 20) is a unit too!



Related Idea: Zero-Divisor and Unit Connection

Theorem (Related Idea: Zero-Divisor and Unit Connection)

A nonzero modular arithmetic value a(mod n) is either a unit or a
zero-divisor (but not both).

If gcd(a, n) = 1 then a(mod n) is a unit.

If gcd(a, n) 6= 1 then a(mod n) is a zero-divisor.

Example (Identifying zero-divisors and units mod n)

The theorem above allows us to easily list out units and
zero-divisors by using gcd. For (mod 12) the units are

1, 5, 7, 11

and the zero-divisors are every other non-zero value

2, 3, 4, 6, 8, 9, 10.



Related Idea: Multiplicative Inverse

There’s an idea related to units:

Definition (Related Idea: Multiplicative Inverse)

The unit a(mod n) has multiplicative inverse b(mod n) if

a · b = 1(mod n).

This also says that the multiplicative inverse of b(mod n) is
a(mod n).

Example (Multiplicative Inverses)

For (mod 10), the units are 1, 3, 7, 9. Notice that

1 · 1 = 1(mod 10), so 1 is the multiplicative inverse of 1
(This is true for all n.)

3 · 7 = 21(mod 10) = 1(mod 10), so 3 and 7 are
multiplicative inverses.

9 · 9 = 81(mod 10) = 1(mod 10), so 9 is the multiplicative
inverse of itself!



Finding Multiplicative Inverses

Remember, only units have multiplicative inverses. This leads to
our first method for finding multiplicative inverses.

Theorem (Finding Multiplicative Inverses, Method 1)

To find the multiplicative inverse to a(mod n), where
gcd(a, n) = 1, do the following:

(i) Make a list of ALL units b(mod n). This list will always start
with 1 and end with n − 1.

(ii) For each value b(mod n) in the list above, calculate
a · b(mod n).
If a · b(mod n) = 1 then b is the multiplicative inverse.
If a · b(mod n) 6= 1 then go to the next number in the list.

For some values of n (like n = 12) there are very few units, so it is
easy to quickly check all products a · b(mod n).



Decryption Method: Times Cipher

Definition (Decryption: Times Cipher)

An English Language Times Cipher

?×�(mod 26) = �.

can be decrypted by finding a value ∗ (called snowflake) so that

? · ∗ = 1(mod 26)

Decryption can be described completely as

∗ ×�(mod 26) = �,

where ? · ∗ = 1(mod 26). Note: ∗ and ? are multiplicative inverses!



Big Connection: Which General Times Ciphers Work?

Theorem (Big Connection: Which General Times Ciphers Work?)

The Times Cipher
?×�(mod n) = �

is only valid when gcd(?, n) = 1.

This says that ? and n share only the factor 1. In other words,
?(mod n) is a unit!

Decryption of this Times Cipher is given by ∗ ×�(mod n) = �,
where ∗ is the multiplicative inverse to ?.

Example (A Language with 18 Characters)

The values that ? can be in a language with 18 characters are

1, 5, 7, 11, 13, 17

A curious fact: In any language with more than 2 characters, there
are always an even number of values that ? could be!



Related Ideas: Key Distribution & Public Key Cipher

Definition (Related Ideas: Key Distribution & Public Key Cipher)

The problem of Key Distribution in cryptography is that of giving
all intended recipients the necessary key to decrypt messages, while
simultaneously keeping those keys secret in general.

A major goal of cryptography is a Public Key Cipher. This is a
code system where the encryption key can be freely visible to
anyone, but only the intended recipient has the means of using the
decryption key.

Example (Related Ideas: Key Distribution & Public Key Cipher)

You want to check your savings account balance online, but you’d
rather nobody else knows what this is. You can use a login and
password so your bank can verify your identity. But how does the
bank actually SEND you your account information? The number
has to go through various routing points, all of which can be
hacked. The bank could ENCRYPT the account information, but
how would you (or your computer) know how to decrypt it?



Master Spy 1

Example (Master Spy 1)

You’ve been promoted to the highest rank in the Spy Agency! It’s
now time to learn about a modern and sophisticated code. See if
you can handle the following questions:

How long does it take you to factor 2173 as a product of two
primes 2173 = p · q?

How long does it take you to multiply the numbers 41 and
53?

If n is a big number, is it easy to factor? If p and q are big
numbers, is it easy to multiply them?



Encryption: RSA Cipher

Definition (Encryption: RSA Cipher)

The RSA Cipher is a public key cipher publicly discovered in the
1970s. The RSA cipher uses a form of multiplication for encryption
and is secure because factoring large numbers is (currently) very
difficult to do.

RSA stands for Rivest, Shamir, and Adleman, the people
responsible for first publicizing the RSA cipher.

The British and US governments may have known about RSA
prior to the 1970s, but did not announce their discovery.

Even though this is the basis for most modern cryptography,
there is current speculation that the US government
(specifically the NSA) has the ability to break this code...



Related Idea: RSA Encryption Step 1

Example (RSA Encryption: Step 1)

Here is how Alice and Bob can do to share a secret from Carl:

What Alice Does

1. Alice chooses two (large) prime numbers p and q, which she
keeps secret.

2. She then multiplies to find n = p · q. This can be done
quickly because multiplication is “easy”.

3. Alice also calculates a value m = (p − 1)(q − 1).

4. She selects a value e(mod m) that is a unit.

So any choice of e with gcd(e,m) = 1 will work. The value e
is called the encryption exponent.



Related Idea: RSA Encryption Step 2

Example (RSA Encryption: Step 2)

5. Next, Alice tells Bob (and anyone else) the values for n and e.
The fact that Alice can publicly state n and e is what makes
RSA a public key cipher.

What Bob Does To Send Alice a Message

6. Bob converts letters (or blocks of letters) into numbers. We
can do this is the standard way, but in real-life this gets done
by a computer.

7. For each letter �, he uses the rule

�e(mod n) = �

to find the ciphertext. He sends this ciphertext to Alice.



Master Spy 2

Example (Master Spy 2)

You’ve been promoted to the highest rank in the Spy Agency! It’s
now time to learn about a modern and sophisticated code. See if
you can handle the following questions:

If p = 71 and q = 59, find n = p · q.

If p = 71 and q = 59, find m = (p − 1) · (q − 1).

If p = 101 and q = 103, find n = p · q.

If p = 101 and q = 103, find m = (p − 1) · (q − 1).



Master Spy 3

Example (Master Spy 3)

You’ve been promoted to the highest rank in the Spy Agency! It’s
now time to learn about a modern and sophisticated code. See if
you can handle the following questions:

If p = 41 and q = 53, find n and m.

If p = 101 and q = 107, find n and m.

If p = 521 and q = 641, find n and m.



Master Spy 4

Example (Master Spy 4)

You’ve been promoted to the highest rank in the Spy Agency! It’s
now time to learn about a modern and sophisticated code. See if
you can handle the following questions:

If p = 17 and q = 19, find n and m.

If p = 7 and m = 132, find q and n.

If p = 3 and q = 5, find all units (mod m).

If p = 5 and q = 11, what is 27 · 3(mod m)?



Master Spy 5

Example (Master Spy 5)

A fellow agent wants you to send her a message. She broadcasts
the numbers n = 33 and e = 3, expecting that these will be
intercepted.

Use this RSA cipher to encrypt the letter “H” as a number.

Use this RSA cipher to encrypt the letter “I” as a number.

Use this RSA cipher to encrypt the letter “J” as a number.

The letters “H”, “I” and “J” are consecutive. Does RSA
encrypt these letters as consecutive numbers?



Master Spy 6

Example (Master Spy 6)

You want a fellow agent to send you a secret message. You decide
on the numbers n = 77 and e = 7 and publish these to an open
webpage.

What number will the letter “B” be encrypted as?

What number will the letter “C” be encrypted as?

Encrypt the number “0203”? Is this connected to the answers
above in any way?



Master Spy 7

Example (Master Spy 7)

An enemy agent starts using RSA encryption. Fortunately, a mole
on the inside shares some secret information.

The agent uses n = 33 and e = 3. What are 5 · e(mod m)
and 7 · e(mod m)?

The agent uses n = 55 and e = 27. What are 3 · e(mod m)
and 7 · e(mod m)?


