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Nevertheless, interest in Al lie detection has surged in the
Some methods rely on video, others audio, and others text
suffer from a lack of transparency, exaggerated claims o
unnervingly high rate of false positives, and bias that djs
impacts minority populations. This has not stopped them fro
employment screening and fraud detection and occasionally even iy y,
courtroom (despite the Frye standard), and from being trialed it the
security and other settings. Given all the flaws, overzealous commermhurx?
corporate secrecy, and embarrassing lack of even an attempt at scientifc
foundations, it does not appear that the polygraph—even when relnveme;
with Al—will ever be able to detect lies with the consistency needed to ey
in fake news. Instead, the mythical ability to use fancy technology to peer ng
the mind and reliably detect deception is itself the fake news in this story,
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If we can’t use algorithmic lie detectors to unmask fake news and get to the

truth in controversial matters, perhaps we should just do what hundredsof |

millions of people do every day: Google it. But be careful—there too the

algorithms behind the scenes systematically distort our perception of realty |

as you will see in the next chapter.

CHAPTER

6

Gravitating to
Google

The Dangers of Letting an Algorithm Answer
Our Questions

Search engines have come to play a central role in corralling and controlling
the ever-growing sea of information that is available to us, and yet they
;’e’ Z;]:US!Ed more readily than they ought to be. They freely provide, it
ol s g sorting of Fhe wheat from the chaff, and answer our most

und and most trivial questions. They have become an object of faith.

—Alex Halavais, Search Engine Society
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Eato‘y)clf t;xrn to Google to find information, but there is no guaran-
u

" recent yegps ':d there is accurate. As awareness of fake news has risen
gorithme % ;hso as the pressure on Google to find ways of modifying its
limiteq v, i, Iaf trustworthy content rises to the top. Fake news is not
tent alsg play agre|s main web search platform—deceptive and harmful con-
eWs, an, Gooc: ¢ on other Google products such as Google Maps, Google
gle Images, and it also shows up on Google’s autocomplete
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tool that feeds into all these different products. In this chapter, py

role fake news plays in all these contexts and what Google ha; | look 3¢ the
over the years. In doing so, I'll take a somewhat more eXPansiv:n‘e aboyt
term “fake news” compared with previous chapters to include hVIewof¢e
stereotypes and bigoted misinformation. ateful iy

Setting the Stage

On t'he rporniqg of November 14, 2016, six days after the US presidentl
election in which Trump won the electoral college and Clinton won the
popular vote, both by relatively wide margins, the top link in the “In the nevs’
section of the Google search for “final election results” was an article asserti
that Trump had won the popular vote by seven hundred thousand votes. I
was from a low-quality WordPress blog that cited Twitter posts as its sourc
yet somehow Google’s algorithms propelled this fake news item to the very
top. In response to this worrisome blunder, a Google spokesperson said?
“The goal of Search is to provide the most relevant and useful results for o
users. We clearly didn’t get it right, but we are continually working to improi
our algorithms.”

The next day, Sundar Pichai—just one year into his role as CEO of Googe~
was asked in an interview® with the BBC whether the virality of fake news
might have influenced the outcome of the US election. Mark Zuckerberg had
already dismissed this idea (naively and arrogantly, it appears in hindsight) ;5
“pretty crazy,” whereas Pichai was more circumspect: “| am not fully SFUS‘
Look, it is important to remember this was a very close election'and st: lﬂ .
for me, so looking at it scientifically, one in a hundred voters voting o|:aorb'
or the other swings the election either way." Indeed, due t© the ©
college, the election came down to just one hundred thousand vote;id have
asked specifically whether this tight margin means fake news YC:u kot
potentially played a decisive role, Pichai said, after 2 pause: “Sure.

think fake news as a whole could be an issue.”

: afkel
'P}hi|ip Bump, “Google’s top news link for ‘final election results go? ;Dt o1/
site with false numbers,” Washington Post, November 1% es-
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Eric Schmidt, then the executive chairman of Alphabet,
publicly admitted* that Google had underestimated
pact of weaponized disinformation campaigns
rom adversarial foreign powers: “We did not understand the extent to which
ror:,—nments——essentialIy what the Russians did—would use hacking to
52:.[@ the information space. It was not something we anticipated strongly
enough”” He made that remark on August 30, 2017.

and two days later, on October 1, 2017, the worst mass shooting
S history took place in Las Vegas. Within hours, a fake news item
was posted on the dubious website 4chan, in a “politically incorrect” channel
associated with the alt-right, falsely accusing a liberal man as the shooter.
Google's algorithm picked up on the popularity of this story, and soon the
first result in a search for the name of this falsely accused man was the 4chan
post—which was misleadingly presented as a “Top story” by Google. The
response’ from a Google spokesperson was unsurprisingly defensive and
vague: “Unfortunately, early this morning we were briefly surfacing an
inaccurate 4chan website in our search results for a small number of queries.
[..] This should not have appeared for any queries, and we'll continue to
make algorithmic improvements to prevent this from happening in the future”
Google's wasn't the only algorithm misfiring here: Facebook’s “Trending Topic”
g:iebforhthe La§ Vegas shooting listed multiple fake news stories, including
earlieZ ;bZRUS;\'an PrOQaganda site Sputnik.® Schmidt’s _remark from a mz_:nth
el deut ussian interference was oddly prescient—or frustratingly
» depending on your perspective.

szza&d:thlf n;onths later, at an international security c_onfer_ence, Schmidt
“Let’s say tﬁi:m the Ch;llenge Google faces when dea}mg with fake news:
Passionately digm”P bellleves fact A, and this group believes fact B, and_xou
out it ang sagree with each other and you're all publishing and writing

so forth and so on. It’s very difficult for us to understand
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truth. [...] It’s difficult for us to sort out which rank, A or B, s higher
went on to explain that it is easier for Google to handle false informs,.
when there is a large consensus involved. A fair point in some 'W?”f
it's hard to imagine how this applies to these past debacles—uvras Lh«:r “
consensus in the 2016 election that Trump lost the popular yote, "‘dm‘; i
Las Vegas shooting that an unsubstantiated rumor on an alt-right site s v{;
actual news! What about just a few months later, in February 2°|8.wﬁen.a,
top trending video on YouTube (which, as you recall from Chapter 4, is oures
by Google and which has essentially taken over the video search porw,,;
Google) was® an egregious conspiracy theory claiming that some survivors of
the Parkland, Florida, high school shooting were actors!

If there really was a lack of “consensus” in these incidents, one has to wonds
whether that was actually the cause of the problems with Google’s algorittn
as Schmidt suggested or whether he perhaps had it backward, Maybe the fu:
that Google's algorithm has propped up fake stories like these, thereby lendn;
them both legitimacy and a vast platform, caused some of the erosion of truth
that ultimately led to a lack of consensus on topics that should not have bes
controversial in the first place. In other words, did Google reflect 2 state of
confusion, or did it cause one? In all likelihood, the answer is combination
of both. To start unravelling this complex issue, it helps to separate out the
different services Google provides so that we can delve into the algorithe
dynamics underlying each one and explore the deceptive and hateful contet
that has surfaced on each one.

Throughout this chapter, | shall use the term “fake news
include racist and bigoted content. | have largely resisted doi 9
thus far because so much has been written on algorithmic bias alr " e
rather than overcrowding these chapters by retelling that ale, | pr z m
encourage you to consult the excellent and rapidly developing lieratur
the matter. But when it comes to Google, which is suc cannest
immediate source of information for so many people, | anq?" matiof
disentangle news-oriented disinformation from socially oriented disinfo”

of the kind found in racism, sexism, anti-Semitism, €tc. A
fake news sites align with the white su,::rcm:u:l’st;—leanmgyall-l’lsh'1 w Al
Google fecds its users bigoted information, it s also priming ¢ ,e "; Jevel, 07
hardcore alt-right fake news material. And at a more philoSOPh'“t ael
could argue that racist stereotypes are a form of fake news— opul y
essence harmful disinformation that happens to focus on certain P

He

" more broady ©©
ng so in the

For one thing. "’
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"5ara Salinas, “The top trending video on YouTube was a false conspmy, mp
of the Florida school shooting was an actor;’ CNBC, February 21, 21!‘8'"”:0
cnbe. con/2018/02/21/ fake-news - iten-on-parkland- S
youtube-video,html,
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Google Maps

One of the most abhorrent examples of hateful disinformation on 2 Google
orm occurred in May 2015, during President Obama's second term in
ofiice. It was reported’ in the Washington Post that if one searched Google
aps for “NF#T king” or “N***a house” (with the asterisks filled in), the
map would Jocate and zoom in on the White House. This was not the result
of algorithmic bias or some other subtle failure of Al, it was directly the result
of racist users with malicious intent—or as some people call it, third-party
wolling and vandalism. This, and other acts of vandalism, caused Google to
suspend user-submitted edits to Google Maps at the time: “We are temporarily
diabling editing on Map Maker starting today while we continue to work
1owards making the moderation system more robust.”

fn intriguing and thankfully less hateful act of vandalistic disinformation on
Google Maps occurred' in February 2020 when an artist tricked the service
into showing a nonexistent traffic jam in the center of Berlin. How did he pull
this off! He simply piled a hundred borrowed and rented smartphones into 2
fitle red wagon that he slowly walked around the city while the phones’
location services were enabled.

Most of the false information on Google Maps is not motivated by hate or
artistry—it results from purely financial considerations, as | next discuss.

Fake Business Information

L’L‘June 2019, the Wall Street Journal reported'’ on the deluge of fake
un.:.e;‘[m listed on Google Maps. Experts estimated that around
s ’: no: business listings on Google Maps at any given moment are falsiflgd
that t;:: b nd,m‘,” of thousands of new ones appear each month. They claim
fepair sor majority of listings for contractors, electricians, towing. and car
& e oS and lawyers, among other business categories, aren't located

" pushpins on Google Maps.” One motivation for someone to make

et F o
ung “If , -
Wi 2 " you search Google Maps for the Neword, it gives you the White House,
Wml’:’?f)’;}n( May 19, 2015; https://wm.washingtonpost.com/ncws/thc-switch/
the-y ln..hului/ci/f‘y0u~scarch-gaogle-maps-for~the-n-wotd-it—gives-yo“‘

!
’my Sulhvan' “Ar

hruar, tist uses 99 phones to trick Google into traffic jam alert,” CNN,

Jan .x),f,‘:"wzo’ hnps://ww.cnn,com/stylc/azticle/artist-google-traffic-

Fob Copgpurt 1K-5CLL int 1/ dndex. htm).
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fake listings is to give a misleading sense of the reach of one’s Busia
exaggerating the number of locations and branch offices on G°°gle?1$b
Another motivation is to drown out the competition. aps,

The owner of a cash-for-junk-cars business in the Chicago suburbs
relied on the Yellow Pages for advertising, but in 2018 he was C°"lau£°§!
marketing firm that offered to broadcast his business on Google Maps—foza
five-figure fee. He agreed, but then a few months later, the firm came ba(:
with a threat: if he doesn't start giving them half his revenue, then they wi
bury his Google Maps listing under hundreds of fictitious competitors, H,
refused, and sure enough they posted an avalanche of made-up competitors
with locations near him so that it would be very difficult for customers to fing
his business amid all the fake noise. He drove around a few Chiag
neighborhoods and searched on his phone for auto salvage yards as he wen:
he said that more than half the results that came up were fake. These fike
listings pushed his business listing off the first page of Google Maps search
results, and soon his number of incoming calls dropped by fifty percent.

Businesses do not pay anything to be listed on Google Maps, but before each
one appears on the service, Google usually sends either a postcard or ema
or calls the business on the phone to provide a verification code that must be
typed into Google Maps in order to have the listing approved. This
precautionary measure is quite flimsy, and scammers have consistently been
able to bypass it. In fact, doing so has become a business. The Wall Street
Journal profiled a “listings merchant” who placed nearly four thousand fake
listings on Google Maps each day from his basement in rural Pennsylvaniz.

This listings merchant claimed to have had a staff of eleven employees "
ran a “mostly” legitimate service that helped clients improve their visibility 3:
Google Maps. But he also claimed to have had a separate staff of twenq;!;n
employees in the Philippines who used “unsanctioned methods t0 Ly orrung
for fake listings” at a rate of ninety-nine dollars per fake listing. This fakghlsm,
service was “aimed at businesses that want to pepper Google Maps v:i:;ressef
locations to generate more customer calls.” His employees gathered ads thef
from commercial real estate listings; to bypass Google’s safe'guarriﬁlca'io"
simply purchased phone numbers cheaply online and had Google's Veoncel ¢
codes sent to these, then they routed these numbers to the d'entset ourd
Google Maps listings were approved. At the time of the W‘?” e im, ¢
article, however, this listings merchant said Google was Investi@ete
tens of thousands of his listings had already been taken down. ed 0¥
OV
mpl

Fake bus'iness is evidently big business on Google Maps: et r;ma o
three million false business listings in 2018. That figure comes
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2 written by the director of Google Maps titled “How we fight fake
8P orofiles on Google Maps.” This blog post was published on June 20,
buslneS[hF; same exact date as the Wall Street Journal piece. It does not take a
20I9"retch of the imagination to see this conspicuously timed blog post as
great s:e ic effort to reduce the backlash that would surely follow the
au;t';';[iin of the Wall Street Journal investigation. This post includes some
Zther staggering figures, including that Google Maps has over two hundred
that “every month we connect people to businesses more

million places and 4 pe
than nine billion times, including more than one billion phone calls and three

billion requests for directions.”

The Google Maps blog post gives some examples of how people capitalize on
fake business listings: “They do things like charge business owners for services
that are actually free, defraud customers by posing as real businesses, and
impersonate real businesses to secure leads and then sell them.” (We know
from the Wall Street Journal that there are more problems than just these.)
The post also points out that as people find deceptive ways of gaming the
system, Google is “continually working on new and better ways to fight these
sams using a variety of ever-evolving manual and automated systems,” but
that as it does this the nefarious users find new deceptive methods and “the
cycle continues.”

plog post

These automated systems—algorithmic moderation, in other words—are
dosely held corporate secrets because revealing details about them would
r:;]‘I“ar"Y hellp scammers find new ways to beat our systems.” All the blog post
overyni:‘::as is that (1) of the three ml”lOI:‘l fake listings taken down in 2018,
them wheyr Perc;”t were removed by the internal systems before a user saw
ad (i) mor:a:h the remaining ones were reported by users on the p!acform'
¥y percant han one hundred fifty tl_'lousand accounts were disabled in 2018,
Increase over the previous year.

P
e;ma}:;:jl:ei;'[’ etiveness of that bI<I>g post did not sit wgll with some, as just
Google Maps b:: a new blog post'* was published—still by the director of
wh"“l"kirc.’ims with a d!fferent individual occupying this p?SItIOn—that,
the sjte uses, ThPeq' went into more detail about the algorithmic moderation
Systems, inciudi,:s post said that Google Maps uses “automated Qgtecnon
“ontribytiong weg mthme learning models, that scan the _mdh_ons .of
SOMNE” ang that ;‘E(:elve each day to detect and remove policy-violating
Atch oyt for. or fake reviews specifically these machine learning models
specific words and phrases, examine patterns in the types of

“Elha" Rug\ “
Jh"“'{ 20, ;(;Ii,H;:w we fight fake business profiles on Google Maps,” Google blog,
e Sness_ oo e ttPS1//www.blog.google/products/maps/how-we-fight-fake-
Ié“"" Reecgrggles'3°°Ele~maps/A
7:°gle blog, i:ebrzogle Maps 101: how contributed content makes a more helpful map,”
75101 hoy-cond v 2020: https: //www.blog. google/products/maps/google-
ontributed-content-makes-maps-helpful/.
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content an account has contributed in the past, and can detect §
review patterns.’ Still understandably vague, but I'll turn to the mo
topic of machine learning for social media moderation in Chapter
hopefully get a sense of the methods Google Maps is alluding to he
as the challenges these methods face.

Uspicioys
re genery|
8, 50 you|
re—as we|

This second blog post goes on to explain that these automated systems ¢
“not perfect,” so Google also relies on “teams of trained operators ang
analysts who audit reviews, photos, business profiles and other types of
content both individually and in bulk.” The post also provides some interesting
updated figures on content moderation: in 2019, Google Maps (1) removed
more than seventy-five million policy-violating reviews and four million fake
business profiles “thanks to refinements in our machine learning models and
automated detection systems which are getting better at blocking policy-
violating content and detecting anomalies for our operators to review"; ()
took down over half a million reviews and a quarter million business profies
that were reported by users; (3) removed ten million photos; (4) disabled
almost half a million user accounts.

Google Images

In April 2016, an MBA student posted'* on Twitter a disturbing discovery.
doing a Google image search for “unprofessional hairstyles for work” return_ed
almost entirely pictures of Black women, many with natural hai whie
“professional hairstyles for work” returned almost entirely white wome"
Why was Google’s image search algorithm so overtly racist? Itsa ccrml"“,“n_l
question, but the two main ingredients to the answer are that the algor® >
naively absorbs information out of context and that it naively reflects ove
racism permeating society.

cicular sear

Some of the images of Black women that came up on this par ussing ract
C

were from blog posts and Pinterest boards by Black women Fhs was
attitudes about hair in the workplace. For instance, one top image ¥ oo
a post criticizing a university’s ban on dreadlocks and cornroWS'men i
illustrated the banned hairstyles by showing pictures of Black “fonal by the
them and lamented how these hairstyles were deemed ”nprofess‘ontion ol
university. The ban was clearly racist, whereas the post calling 20

was the opposite, it was antiracist. The Google image seafffh Co:te sinP

two contrasting aspects and stripped the hairstyle image of its e urned
associating the image with the word “unprofessional.” In doing so-c_
antiracist image into a racist one. In this inadvertent manner =

» Guard®”
B L S
Leigh Alexander, “Do Google's ‘unprofessional hair' results show Ittl)s Gr‘;caP!/Og/ L
April 8, 2016: https://ww.theguardiam.v:om/technolt:igy/2

Eoogle-unprofessional-hair-results—prove-algorithms-rar:lst-.
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mpus was algorithmically amplified and transformed into racist
college €2 [Pha( was broadcast on a massive scale: anyone innocently looking
informatl;:nfor tips on how to look professional would be fed the horrendous
?:g?e(:?iin that being Black is simply unprofessional.

There soon came to be a data feedback loop here. The MBA stpdent's tweet
went viral, which was largely a good th.mgAbef:ause it helped raise awareness
of Google's algorithmic racism. But this virality causgd qugle searches on
hairstyles to point to this tweet itself and the many discussions about—all of
which were calling attention to Google’s racism by showing how Black women
were labeled “unprofessional” while white women were labeled “professional””
Once again, Google vacuumed up these images with these labels and stripped
them of their important context, and in doing so the racist effect actually
became stronger: a broader array of searches began turning up these offensive
associations. In other words, Google image search emboldened and ossified
the very same racism that this tweet was calling attention to.

Just a few months after this Google hairstyle fiasco, a trio of researchers in
Brazil presented a detailed study on another manifestation of racism in
Google’s image search—one so abhorrent that the academic study was
promptly covered prominently by the Washington Post.'* The researchers
collecteﬂd the top fifty results from Google image searches for “beautiful
“oman” and “ugly woman,” and they did this for searches based in dozens of
gf:r;:\; countries to see how the results vary by region. This yielded over
enima[i:si?,d images that were then fed into a commercial Al system for
s g the age, race, and gender of each person (supposedly with ninety
Ntaccuracy). Here's what they found.

::,l;n ?:[t::e? C°}‘]”‘tr y the rese‘z‘archer"s analyzed, white women appeared
Ppeared moreeiarch results for “beat'{tlful," ar_ld B!ack and Brown women
Where Blacl andnpf e results for‘ ugly"—even in Nigeria, Angola, and Brazil,
the resules for o rown Eopulauqns are predominate. In the United States,
range of nine[eeniautlful were eighty percent white and mostv!y in the age
Y percent whi O twenty-eight, whereas the results for “ugly dropped to
"anged from, thirt e—and rose to thirty percent Black—and the ages mo_stly
d ageism was 4 t°'ﬁft)’. according to the Al estimates. This form of racism
Self—bye the |n°t- invented by Google’s algorithm, it originates in society
%orld as a1, esci[?ﬁmhm picks up on it and then harmfully presents it to the
Proving it ished fact. Thankfully, Google seems to have found ways of

Emuch more d_gonthm in this regard as image searches for beauty now yield

erse range of individuals.

ca'(Im Dew\ey S\\
g acl‘<," u::;":?\age results for the Google search ‘ugly woman’ are dispropor-
"S/the-interimn Post, August 10, 2016: https://www.washingtonpost.
'Seﬂlch.ugly;woeu/WP/20_16/08/10/study-image—results-for—the»
'ﬂan~are-dlsproportionately-black/
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Google Photos is a service introduced by Google in 2015 thac allows

store and share photos, and it uses machine learning to automatica|| User:.‘
the content of the photos. It now has over one billion users whe Z;ﬁcognuze
upload more than one billion photos to the platform daily. Byt just oneecnve
after its initial launch, Google had to offer an official apology and dem|°m
itself “appalled and genuinely sorry” for a racist incident—an i"CideniaLed
Google's chief social architect responded' to on Twitter by Writing I-tl at
fuck. [...] This is 100% not OK.” What had happened? A Black sof[w:,
engineer and social activist revealed on Twitter that Google Photos "ePea(edr;
tagged pictures of himself and his girlfriend as “gorillas” Google said thy 3
an immediate fix it would simply discontinue using the label “gorilla" iy any
capacity, and the company would work on a better longer-term solution,

Two and a half years later, Wired conducted a follow-up investigation'” to see
what Google had done to solve this heinous mislabeling problem. It turns out
Google hadn't gotten very far from its original slapdash workaround: in 2018,
“gorilla,” “chimp,” “chimpanzee,” and “monkey” were simply disallowed tags
on Google Photos. Indeed, Wired provided Google Photos with a database of
forty thousand images well stocked with animals and found the platform
performed impressively well at returning photos of whatever animals were
requested—except for those named above: when those words were searched,
Google Photos said no results were found. For all the hype in Al, the highly
lauded team at Google Brain, the heralded breakthroughs provided by deep
learning, it seems one of the most advanced technology companies on the
planet couldn’t figure out how to stop its algorithms from tagging Black people
as gorillas other than by explicitly removing gorilla as a possible tag.

The problem here is that even the best Al algorithms today don't form abstrac
conceptualizations or common sense the way a human brain does—they lh'”;
find patterns when hoovering up reams of data. (You might object tha”;;n
I discussed deep learning earlier in this book, | did say that it is able © '(:hin
abstract conceptualizations, but that's more in the sense of patterns v:,"s U
patterns rather than the kind of anthropomorphic cOﬂCePt“aI'wl& dia
humans are used to.) If Google’s algorithms are trained on real-wO"d 03
that contains real-world racism, such as Black people being referr‘;racism
gorillas, then the algorithms will learn and reproduce this same form O &
: 50
Let me quickly recap the very public racist Google incidents dlscus:fe 4
to emphasize the timeline. In May 2015, the Washington ot represide"‘in
Google Maps White House story that the office of the first Black

ople ¥
"*Loren Grush, “Google engineer apologizes after Photos app tags % /t,;?cll(/g;so;ﬁ/
gorillas” The Verge, July 1, 2015: https://www.theverge.com zggs ed.
,8oo8le-apologizes-photos-app-tags- two-black-people-gork ins.ﬂ""d'"-ms-’
Tom Simonite, “When [t Comes to Gorillas, Google Photos Remas_ o-goﬂl]a
January 11, 2018 https://www.wired.com/stor)’/whe"'lt-come
google-photos—remains—blind/.
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oy of the United States was labeled with the most offensive racial slur
the histor )’e One week later, Google launched Google Photos and within a
in G)(Ist::ng {o apologize for tagging images of Black people as gorillas, a story
monthdf:) the Wall Street Journal, among others. Less than a year later, in
cov?rezolé the Guardian reported that Google image searches for
April : ssiof'ﬂl hairstyles mostly showed photos of Black women. Just a few
unpr0h;3 after that, in August 2016, the Washington Post covered a research
rnon:ﬁ ation that showed Google image search results correlated beauty with
Ir:?;(gh | almost forgot: two months earlier, in June 2016, it was reported in
many news outlets, including BBC News,'® that doing a Google image search
for “three black teenagers” returned mostly police mugshots, whereas
searching for “three white teenagers” just showed smiling groups of
wholesome-looking kids. These documented racist incidents are just a sample
of the dangers inherent in letting Google’s data-hungry machine learning
algorithms sort and share the world’s library of photographs.

Google Autocomplete

Google's autocomplete feature suggests popular searches for users after they
type in one or more words to the search box on Google’s homepage or to
the address bar in Google's web browser Chrome. It is supposed to be a
smple efficiency tool, like the autocomplete on your phone that helps you
save time by suggesting word completions while you are texting. But Google
sarches are a powerful instrument that billions of people use as their initial
source of information on just about every topic imaginable, so the
;:"SEQUencgs can be quite dire when Google’s autocompletes send people in
ngerous directions.

Suggening Hate

In

au(lz E;"‘:I’:t"ezglé, it was repﬁ)rted"’ in'the GuardianAt'P]at Goog‘l‘e's sugge;tefi'

they inclydeq "bo:lf'he phrase “are Jews” included “ew!, and for “are Muslims'

450 founq | ad” Several other examples of offensive autocompletes were
- IN response,” a Google representative said the following:

o

02ing i e

J""e 9, 2(')n|l'6. Izree black teenagers’ Google search sparks Twitter row,” BBC News,
Carol Cad\;rall dpsj //wwbbc . com/news /wor 1d-us - canada- 36487495.

Decempey. 4 e “Google, democracy and the truth about internet search,” Guardian,

;»g°°§le~demoé . https://www. theguardian. com/technology/2016/dec/04/

Samygy g i +3¢Y-truth-internet-search-facebook. i
dcua'd'ﬂﬂ. éce 00gle alters search autocomplete to remove ‘are Jews evil’ suggestion,
¢¢/05 /004 iﬂber 5, 2016: https://www. theguardian. com/technology/2016/
S"ggestion. g e'al"El'S-Search-autocomplete-remove-are-jews-enl—
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“Qur search results are a reflection of the content across the web, Thi

that sometimes unpleasant portrayals of sensitive subject matte'r h|§ Meang
affect what search results appear for a given query. These resules g :rjhne ;
Google’s own opinions or beliefs.” This refrain—that Google isn'; :; reﬂe:q
merely reflecting racism in society—has been a recurring defense (hrocls(, its
all these scandals. Google's response to this Guardian article Wentughom
explain that its algorithmically generated autocomplete predictions "mOn to
unexpected or unpleasant,” but that “We do our best to prevent offea .
terms, like porn and hate speech, from appearing.” Nsive

On the official company blog, Google explains?' that autocomplete s re|
providing “predictions” rather than “suggestions”—meaning it i usinIy
machine learning trained on the company’s vast database of searches [5
estimate the words most likely to follow the words the user has typed so far
In other words, Google is not trying to suggest what you should search for, i
is just trying to figure out what is most probable that you will be searching for
based on what you have typed so far. The Google blog explains that the
autocomplete algorithm makes these statistical estimates based on what
other users have searched for historically, what searches are currenty
trending, and also—if the user is logged in—your personal search history and
geographic location.

Google is smart enough to moderate (both algorithmically and manually) the
results of this machine learning prediction system. The company blog states
that “Google removes predictions that are against our autocomplete poliies,
which bar: sexually explicit predictions that are not related to medial,
scientific, or sex education topics; hateful predictions against groups and
individuals on the basis of race, religion or several other demographics; violent
predictions; dangerous and harmful activity in predictions.” It says thit
“guiding principle” here is to “not shock users with unexpected or'unwantéd
predictions”” In case you lost track, this means Google has S?Id [ha[:j
autocompletes may be “unexpected or unpleasant,” but they arent Suppos
to be “unexpected or unwanted.” Confused yet? | know that | am.

n within hours of being

A Google spokesperson said the company took actio n article.

notified of the offensive autocompletes uncovered by the Guardia

April 2,

" Google blog: plete-

*'Danny Sullivan, “How Google autocomplete works in Search 1e-autocon

2020: https://www.blog.google/products/search/how-goog
works-search/. GPT3 syt

“This general idea of next-word prediction is somewhat similar © l';emes of writ"
discussed in Chapter 2. However, GPT-3 was pre-trained on hUge'VO:wcomplew-“
text and then in real time considers only the prompt text. Google’s a and ts reak M
the other hand, uses pre-training data that is more focused on sea"Ches'also many o
calculation uses not just the text typed into the prompt sO far but

factors, as discussed shortly.

How Algorithms Create and Prevent Fake News

he Guardian found? that only some of the offensive examples listed
owever; € Ie were removed; others remained. Evidently, Google’s “guiding
a?lcsimcuk to implement uniformly and incontrovertibly in practice.
i \l:-:r a year later, in a Febrgary 2018 UK parliamentary hearing,
A hule‘ ov resident of news admitted that “As much as | would like to
G?°§fZJ;ng';rithms will be perfect, | don’t believe they ever will be.”
belie!

in that
rinciple

i investiga(ionu was published in Wirgd jui]t a‘fewldays afFIe7{ this UK hearing,
ding that “almost a year after removing the ‘are jews evil? prompt, Google
¥ }%sti" drags up a range of awful autocomplete suggestions for queries
::far:ed to gender, race, religign, ar_\d Adol_f Hitler.” To avoid possiblx‘misleaqing
results, the searches for this Wired article were conducted in “incognito
node, meaning Google’s algorithm was only using general search history data
rther than user-specific data. The top autocompletes for the prompt
«igamists are” were, in order of appearance, “not our friends,” “coming,”
“eyil! “nuts,” “stupid,” and “terrorists.” The prompt “Hitler is” yielded several
reasonable autocompletes as well as two cringeworthy ones: “my hero™ and
“god”” The first autocomplete for “white supremacy is” was “good,” whereas
“black lives matter is” elicited the autocomplete “a hate group.” Fortunately,
at least, the top link for the search “black lives matter is a hate group” was to
aSouthern Poverty Law Center post explaining why BLM is not, in fact, a hate
group. Sadly, however, one of the top links for the search “Hitler is my hero”
gas a headline proclaiming 10 Reasons Why Hitler Was One of the Good
uys.”"

Ezrikingly, the prompt “blacks are” had only one autocomplete, which was
not oppressed,” and the prompt “feminists are” also only had a single
autocomplete: “sexist.” Google had clearly removed most of the autocompletes
:’;r;:"eiedflrom_pts but missed the;e ones which are still biased and a potentially
o y:ar lbrectlon to send unwitting users toward. Some th?ngs did improve in
ki [heetween th‘t‘e original guard{an story and the Wlfeq follow-up. For
g o r:;‘ompt did thg hol ear:her autocompleted to “did the Holocausvf
pr°Pag;nda/fak en the top link _for thls'completed search was to the neo—Nap
Hocomplece 3_ news website Da:l_y Stormer, whereas afterward this
Manial, the toISappeared. and even if a user typed the full search phrasg
Beoh temg P search result was, reassuringly, the Holocaust Museum’s
Mbatting Holocaust denial.

Its diff

icule )
thy aPpentZ tell how many of the autocomplete and search improvements
10 overy| Ver time are due to specific ad hoc fixes and how many are due

Sys i i s .
‘POkespers);;em'c adjustments to the algorithms. On this matter, a Google
Wrote: “I don't think anyone is ignorant enough to think,

“See FOOKno;e 20.

“Issie
POwsky, *
g https;;'/ GOOgl,e Athocompleue Still Makes Vile Suggestions,” Wired, Febru;r)’ 12,
*.wired. com/story/google-autocomplete-vile-suggestions/.
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“We fixed this one thing. We can move on now’” It is important ¢
that when it comes to hate, prejudice, and disinformation, Goo, |0 5
of the other tech giants—is up against a monume g

&gmem r
ntal and mercyria) cl;::':‘ n
One week after the Wired article, it was noted” that the to
for “white culture is” was “superior”; the top autocomp
culture is” were “toxic,” “bad,” and “taking over America” Recall that

Ferguson, Missouri, was the site of a large protest movement res O::TZOH,
the fatal police shooting of an eighteen-year-old Black man namzd Ml-n}g, =
Brown. In February 2018, the autocompletes for “Ferguson was” Welrc &
order: “a lie,” “staged,” “not about race,” “a thug,” “planned’ “he armede‘: o
hoax,” “fake,” “stupid,” and “not racist”; the top autocompletes for "Mic'haeal

” e

Brown was” were “a thug,” “no angel,” and “a criminal.’

nge,
IP aumcomP'Ete
etes for “blacy

While drafting this chapter in November 2020, | was curious to see how
things had developed since the articles discussed here. After switching to
incognito mode, | typed “why are black people” and Google provided the
following autocompletes: “lactose intolerant,” *“’s eyes red,” “faster” “called
black,” and “’s palms white” Somewhat strange, but not the most offensive
statements. | was relieved to see that Google had indeed cleaned up its act.
But then, before moving on, | decided to try modifying the prompt very
slightly: “why do black people” (just changing the “are” to “do”). The
autocompletes this produced absolutely shocked and appalled me. In order,
the top five were “sag their pants,” “wear white to funerals,” “resist arrest”
“wear durags,” and “hate jews.” How it is deemed even remotely acceptable
to use an algorithm to broadcast such harmful vitriol and misinformation t
any of the billions of people who naively seek information from Google is

simply beyond me.

. . an
In addition to all these autocompletes that are wrong in a moral se";.e'cz'sszy
autocompletes are just plain wrong in a literal, factual sense, as L nextcEten

Suggesting Fake News

. incerpret
When people use Google to search for information, they sometimes ?;e:v%en
the autocomplete suggestions as headlines, as statements of fac;-e
autocompletes are incorrect or misleading assertions, this can
another instance of fake news on Google.

le's
Fake Search Suggestions Assef;im i
23, 2018: https://wet

“Barry Schwartz, “Google Defends False, Offensive &
Real Searches,” Search Engine Round Table, February L sl 294.htn- .,
table.com/google-defends-false-fake-search-Suggestw:: } liofy wl:“f of

Of course, most of the preceding examples are also factually w:Ns in this treatme!
separate the topic of hate speech from the topic of falfe f;f Lite blurred:
Google autocompletes. The dividing line, however, is admitte y 9

How Algorithms Create and Prevent Fake News [7:5

2016 investigation in Business /nsidfr fou'r]d27 the followi}ng. The
ete for “Hillary Clinton is” was “dead,” and the top link that
pe search was an article on a fake news site asserting that she

d adsThe top autocomplete for “Tony Blair i§" was al_so “dead.”
yas indeed jmfr putin. The February 2018 Wired investigation cited above
Sdned f;::’:;; top autocompletes for “climate change is” were, in order, “not

A December

m)
frst autoco! o
sited from thi

noteC [ a hoax,” and “fake”” Also in February 2018, it was noted? that
e ur[?c'ompbtes for “mass shootings are” included “fake” “rare”
the 2

d “the price of freedom”; the top autocomplete for “David

el cudent survivor of the Stoneman Douglas High School

Hogg' the activist ? A
nass shooting, was “actor.

InSeptember 2020, Google announced?” that it had upde.xte'd the autocomplete
olicies related to elections: “We will remove predictions that could b_e
nterpreted as claims for or against any candidate or political party. We will
Jkoremove predictions that could be interpreted as a claim about participation
nthe election—like statements about voting methods, requirements, or the
sutws of voting locations—or the integrity or legitimacy of electoral processes,
ah as the security of the election” After a week, Wired conducted
aeriments” to see how well Google’s new policies were working. In short,
whie this policy change was well intentioned and mostly successful, the
mplementation was not perfect. Typing “donate” led to a variety of
suggestions, none of which concerned the upcoming presidential election, but
yping “donate bid” was autocompleted to “donate biden harris actblue,” a
Jeading Pemocratic political action committee. On the other hand, typing
dr;n_ate and then the first few letters of Trump's name didn’t result in any
Pitical autocompletes—the only autocomplete was “donate trumpet.”

EAU:::J:;:t: f':;:r, Google p0§ted3' an overview description of how the
W ik nure works. It includes the following remark on fake news:
ors o g ews event, there ~can be any number of unconfirmed

ormation spreading, which we would not want people to think

"Hannghy Rol ay
the web g:;;sé“l-:ovy Google's ‘autocomplete’ search results spread fake news around
am“’mplete.fns'der' December 5, 2016: https://www.businessinsider.com/
:Usus-zolﬁ-u eature-influenced -by-fake-news-stories-misleads-
Ty
" Nayal, .
l“::gle bog, SEPO[:;E[&S: investments in information quality in Search and News,”
;;Tm:sst_'iHVestments-ejr.nx‘lg;nglz(): https_ ://blog.google/products/search/our-
St *Googl' Au(:c:;n;quahty LS B N
p"liticsr 11, 2020; hbtiss e plete Ban on Politics Has Some Glitches,” Wired,
L % Suﬁﬁll&hey- : -wired.com/story/googles-autocomplete-ban-
an, “H,
p’\‘di(t-a' 2020 h&vgs?;;g%'e autocomplete predictions are generated,” Google blog,
1ons-work ! ©0g-google/products/search/how-google-autocomplete-
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HOCo! ote eNhC
‘\\( mplete is so nehow C

:th:\l"\xlhk”ly to be reliable onfirming, In these
at likeliho, content ¢ i
od is low, M a particular topic
from appearing” Yo '- the systoms might aut " topic for a partie)
saying that it\m ou have to read that “_ Omatically provene
removes some noves misinformative [Lament care
results lS\IppL autocompletes g -\'l:imcomplc
iy 0se the id. T oul ield
an autoco idea behind this yield m
mplete, 1d this is that if
search for + the truth should be reve
this way s|:)“‘lt assertion-—and on| 'l;rc P
doesn't reall uld it be removed fm,y i
it se ally jibe with the fir- M auto
em that the co Irst se
autocompletes rega

cases, our
S8, our systomg {denify

I Search
A predictio
i 1]
- flully. Google is oy
os:ll 1C1S saying tha v
oo y fake news seqrc)
. w'ca sees a false assertion
o en the user proceeds to
o enctm lé not readily debunkable
€. bBut, to

v o ALk : , to me at least, that
:l;r‘my Mol OGuc:oglcs statement, which makes
o 8 ©0 i isi

s of the searches they lz'nd l:": i gl

Do you re
member Gui
YOu met in Cha uillaume Chas|
Sy apterq ot, the forme
gnzt(;\ze inside to expos‘i”nhot 'Went from workin, g onr Ygsggll)e computer engineer
e O—election day_,g, }e algorithm’s ills from th ube’s recommendation
th:ﬁ'sff‘ order: “com; ¢ found chat the top autocsn?:f:tl::"fo On November
i"SUrréc;nod here 2020*" Op Jan~ inevitable,” “upon us." “whatr" f:"cv"mwm
"—he tried the s uary 6, 202 [—the day of the Capi oming (0
ame phrase and found {he toe i bmlldlng
p autocompletes

were no |
o o ess terrifying: *
inevitable" “h rifying: “coming
v “here) 8 "an example of which literary term’
y 3

Immin "
ent,” “upon ys.”

Ina post?
St on Medi
these se. edium, Chas|
arches w. slot used G

toithe " ere. Rather d Google Trends to look i
Capitol building evensh°ck'"g|>" he found that .'notﬁk into how poputr
“civil war j re than ..ti tlhe phrase “civil war is :month Ieadlnghus
. ris here” i civil war j : is what" was searche

thirteen ¢  fifty-two ¢ is coming,” thirty- !
-l tien times more than times more than “civgu e irty-five times more than
sy Mes more than ‘¢ -lcml Wwar is inevitable,” el by o
Poggelst'ng extremely in c"" War is upon us" In and one hundred seventy-

ui i .
“dgm ar than a harm|esSgnd'ar Y searches even z[her wards, Gooaitls
uncor‘:nls':rates that Goomlforma[i\,e query. Chatsl ough they were far les
e elated to search volug e autocomplete res Tt pointed out that this
found ofr, Google autocom |mes and that “We dou-ts can be complete
civil wt 'at one of the au“’,’ ete, neither what jt trien 5 even'kr?c,w which Al S
be danar S0 that even Pecorlnplﬂes for “we're heas‘.to optimize for" He als®
o ; o e
gerously drawn ingo g . P "8 Somethin was “we're heading in©®
In October 2020, © this extremise ProPag Cgmplete'y unrelated might
harmful mici L just wi ganda.
ul misinformation aboeeks before the electi
e ut the COVID pand, ion, Chaslot also found
S:‘;”Ga”"‘e Chaslot, "Gogarn pandemic: the autocompletes for
nd Glo oogle

> vnff"“'"g Denglv"ﬁwu;;mmp'e‘“ Pushed Civil W .
disinfy OM/8008Le-autocomp ate iy, 202! | War narrative, Covid DI
"global-warming_d':nﬁf'PUShed-ci\;il-5:;/;?111:9'"85"351?;'
-c1e7769ab191. -narrative-covié-
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vending,” "the common cold)”
autocompletes for this
ong. And once
h popularity a5

‘not that serious,”
' fact, of the ten
been proven Wr

*included
‘over NOW.
assertions that have

“coronavirus is'
: " .
ot airborne, and

soarch phrase, six were LR

again the order of these autocompletes was unrelated to search phaL
measured by Google Trends, Chaslot found climate change denis

od as well: three of the top five autocompletes for

and “natural”’ The

umans,” “good.”
d three times as often as “global

ber four autocomplete,

aisinformation persist
“global warming is" were
phrase “global warming is bad" was searche
warming is good,” and yet the Jatter was the num
while the former was not included as an autocomplete.

“not caused by h

The popularity of a search depends on the window of time one 15 considering
ssible that Google’s autocomplete

(the last hour? day? month? year?), so it's po

algorithm was just using a different window than Chaslot was on Google
Trends, but we don't really know. Chaslot concludes his Medium post with the
following stark warning/critique: “The Google autocomplete is serving the
commercial interests of Google, Inc. [...] lt tries to maximize a set of metrics,
that are increasing Google’s profit or its market <hare. They choose how they

configure their AL

Google News

I:;?Z‘:’Sdse_ction of Gopgle Provide
indivkgju ? into collections in a few
Seriee ahlled recommendations basgd o
there at at are popular among a wide segmer
th re a variety of categories (such as business,

at collect trending stories by topic. Google News als
perform keyword searches that return only news articles rather than arbitrary

website links. Needless to say, when stories appear in these aggregated
it lends them an air of legitimacy, in

:Zgitftlons or news article searches, |
ion to a large audience—even if the story is fake news.
The details of how these news gathering/ranking algorithms work are closely
guarded corporate secrets. In May 2019, the VP of Google News wrote® that
The algorithms used for our news experiences analyze hundreds of different
factors to identify and organize the stories journalists are covering, in order
to elevate diverse, trustworthy information.” While most of these hundreds
of factors are not publicly known. it is understood that they include, among
other things, the number of clicks articles get, estimates of the trustworthiness
of the publishing organizations, geographic relevance, and freshness of the

content.

s links to articles that are algorithmically
different ways: For you articles are
n user data, Top stories are trending
ment of the user population, and
technology, sports. etc.)
o allows users to

“Richard Gingras,
https://blog.800

“A look at how news at Google works," Google blog. May 6. 2019:
gle/prodUCts/newsllook—how-ncws-guugle-woris/. e '
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zhg VP of bGoogle' ANhews qlso sta;ed that “Google does not mak
ecisions about which stories to show™ and that “our prj Ke editryy : ers
use technology to reflect the news landscape, and |e1rv22$“'7 approach js io Rankmg ass 5 af th Googl h

' 2015, a study’ of the impact Google search rankings have on

publishers” To prevent fake news from running ran sl deCiSionsm In August
ampant on the look was published in the prestigious research journal Proceedings

Google says “Our algorithms are designed to elevate news fy Phatforn, | political out A :
sources.” Vary lttle has been said publicly about what th oM authorityy, | of the National Academy of Sciences. One of the main experiments in this study
AL CNS really mang g4 was the following. Participants were randomly placed in three different groups.

how § ace d, 0
il B 8 secanlabec, AL | it S B8 Googies offa Il provided brief descriptions of two political candidates,

fal website thy The participants were

supposedly describes how trustworth i ™
0 Lt Y news is elevated ™ is that the algor: B and th ked h b thay 1
rely on signals that “can include whether other people val Igorithms all them A and B, and then asked how much they iked and trusted each
similar queries or whether other prominent wcb\-it‘es on( ::e the.“’”m‘ for andidate and whom they would vote for. They were then given fifteen minutes
’ the subject link 1 look further into the candidates using a simulated version of Google that

the story.”
only had thirty search results—the same thirty for all participants—that
linked to actual websites from a past election. After this fifteen-minute session,

Alas, it doesn't seem that mu &
s, esn't § 2 ch progress has bee
prog! been made toward uncovering " iy Kked th f b h
| the participants were asked the same questions as before about the two

;-I{\e state oth tak$ noxlvs on Google News and the company's efforts to lim;

owever, the official explanatory si . imit it '

ranking systems for ne\\E‘s ::,:?iy site for Google News also states that “Qur cndidates. The key was that one group had the search results ordered to

———t cn‘\\;f!:n\w e md\o ent across Google and YouTube News use the return the results favorable to candidate A first, another group had results

the time is right :0 . l\otlzl‘f mlchno:ogy as Google Search,” so it seens fworable to candidate B first, and for the third group the order was mixed.

~ - o this chapter" i s

Google search plays in the dissemination o? ;'?l:es ;::i‘hm“ section: theroe | The researchers found that on all measures, the participants' views of the
: cndidates shifted in the direction favored by the simulated search rankings.

ree percent. And this

by amounts ranging between thirty-seven and sixty-th
The researchers also

was just from a single fifteen-minute search session.

Google Search
When we s } CXPerimgnted with a real election—two thousand undecided votes in a 2014
search for information on Google, the results that come up—nd | election in India. The authors stated™ that “Even here, with real voters who
‘ were highly familiar with the candidates and who were being bombarded with

the ord :
for Gooegrl;htzy|?;::tp5$;inid;"f_3h‘“?° our views and beliefs. This means the
s algorthens o e ugl‘ ad of misinformation, it must find ways of training
biased perspectives quality sources to the top without taking subjective

On contentious issues and also without impinging o1

campaign rhetoric every day, we showed that search rankings could boost the
proportion of people favoring any candidate by more than 20 percent—mor e

than 60 percent in some demographic groups.”
search algorithm,

people’s abili
stor:'» In thistﬁzitls;:.u T :::g de'iths of the Web. There are many pieces of this The researchers go on to boldly suggest that “Geogle’ f close
search result rankings affec[p* ;ept evnfience back.ng up the assertion thit | zlmpglled by user activity, has been determining the outcome; :au:e p
Google's search algorithm individuals” worldviews; look into what fact clections worldwide for years, with increasing impact ve: yearhiﬂt Jeast.
o pearch sorithn uses to decide how to rank links: fllustrate how Lr;]creaslng Internet penetration.” | find this assertion to be a_s-t;s:cm s ir;
AL s :p searches has led to problematic misinformatiot [h§ ewdepce to really back it up isn't in their PNAS PaP';"nd the reZearchers
means; introduce the dee, ai\ve been removed from Google through decepti heI:ebg.Ok is not political bias and elections, itis e r,‘::::er and affect people’s
P learning language model Google recently faunch id convincingly establish that search ranl:‘gl: when Google places fake

Vi N
°Wws, which means there are real consequeé

O power its se
arch and many other tools; and, finally, discuss Google's o
inks highly in its search rankings:

to eleva ity j i
te quality journalism in its search rankings

— B 4 flect (SEME
“Robert Epstein and Ronald Robertson. “The search enginé :,yx;z;,';;‘”;fel:e ['\(la"""”)'
and g pOSsibI(; impact on the outcomes of clcc(]'g’)‘s'e45|z.E452l- https://doi.
Academy of Sciences (PNAS), August 18, 2015, 112 &
/10,1073 /pnas 14198B2BUL o e 2016 Eections AN AU 1930
'lt) ;? Ellavsw:::n. “T?:'goggln: g:;;‘iin%/story/zms/o&/how-guog e-could-rig-
: .politico.
the-2016-election-121548/-

*https://newsing
i/ /mewsinitiative wi
nitiative.withgoogle. con/hownewsworks/mission.




