find on G°0g|e‘s offi
News is elevated™ i
hgr other people
minent websites o

cial website ¢hy,
s that the algorighy
the story” value the soure fyr
Alas, it doesn't see h n the subject fnk
the state of fak ™ that much progress h
However, the otfaﬁrc);vlv:)? r; Google News andasthbeeig n:wade ‘toward uncoverg
Planatory site for Google Nev,:sa r;{sieftfom 5? "r«n(i;it
states that “Our

ranking sys
tems for n
same web . €Ws content 3
crawling and j cross Google and Yt
. % : (]
tGhe time is right to turr‘)"dexmg technology as Google ;Tuhehtjews. use the
oogle search i oW to this chapters | gle Search,” so it seems
ys in the dissemination of fak engthiest section: the ro
€ news.

Google Search

When we search .
the order they :refor information on Goo
re ; gle, the re
if:sr Goo$|e to II'I'nitpthej inted In—shape our views an;ut')::li;?sa tTC:me;[::;:':
S algorithms ¢ life Pread of misinformation itmustfind & mf b
lased‘PersPectives oiuahty sources to the to;p w,-t:itutmiz:ys;bmg,
gte:Plels abi!i:y i tz:ndtennous issues and also without ifnping’ing on
sea?h n this section, | will €pths of the Web. There are many pieces of ths
c | ‘result rankings aff Rre§ent evidence backing up the assertion that
f@aot?ﬂes search aISOr‘iI:hme c._t. individuals' worldviews; lo:k into what factors
show hng hlgh“ghts from ¢ S€s to decide how to rank links; illustrate how
e oW authentic links hP searches has led to problematic misinformation:
nS; introduce the dee, TVE bgen removed from Google through deceptive
P learning language model Google recently launch

O power j
ITs sear
many othe, g fi Google
r tools; and, lnally. discuss gl s e

to elevate quality j ri m r
Ity jou nalis in its search
rankings~

tips:/y,
: nEwsinitia 3
tive.wi
©-withgoogle. com/hownewsworks /mission.
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Ranking Matters
In August 2015, 2 stud

y* of the impact Google search _rankings have on
political outlook was published in the prestigious 'research. ]ourna! Przgeeczrgs
of the National Academy of Sciences. One of the main gxperumeq;{s in this s . sy
was the following. Participants were randomly p}aced in three z_:h- e;‘ent gr: tps.
The participants were all provided brief descriptions of two political candida eh.
all them A and B, and then asked how iked and trusted eac!

much they | I
candidate and whom they would vote for. They were then given fifteen minutes
to look further into the candidates using a simulated version qf .Google that
only had thirty search results—the same thirty for all parthpams——tfhat
linked to actual websites from a past election. After this fifteen-minute session,
the participants were asked the same questions as before about the two
andidates. The key was that one group had the search results ordered to
return the results favorable to candidate A first, another group

had results
favorable to candidate B first, and for the third group the order was mixed.
The researchers found that on all measures, the participants’ views of_ the
candidates shifted in the direction favored by the simulated search rankings,
by amounts ranging between thirty-seven and sixty-three percent. And l:lhls
Wwas just from a single fifteen-minute search session. The researchers also
experimented with a real election—two thousand undecided votes in a 2014
election in India. The authors stated* that “Even here, with real voters who
were highly familiar with the candidates and who were being bombarded with
@ampaign rhetoric every day, we showed that search rankings could boost the
Proportion of people favoring any candidate by more than 20 percent—more
than 60 percent in some demographic groups.”
The researchers go on to boldly suggest that “Google's search algorithm,
Propelled by user activity, has been determining the outcomes of closef
elections worldwide for years, with increasing impact every year because o
increasing Internet penetration.” | find this assertion to be a stretch—at Ieas‘t.,
the evidence to really back it up isn't in their PNAS paper—but my focus in
this book is not political bias and elections, itis fake news. And the researcher‘s
here did convincingly establish that search rankings matter and affect people’s
Views, which means there are real consequences when Google places fake

News links highly in its search rankings.

nald Robertson, “The search engine manipulation effect (SEME)
+ on the outcomes of elections,” Proceedings of the National

*Robert Epstein and Ro
8, 2015, 112 (33), E4512-E4521: https://doi.

and its possible impact |
Academy of Sciences (PNAS), August

<.1419828112.
35;?5/::.51’357123’.‘;” Google Could Rig the 2016 Election,” Politico, August 19, 2015:
https_//Pm.bolitico.com/magazine/story/lo:ts/oB/how-google-could-rig-

the-zo16-e1ection-121548/.
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Dylann Roof, the neo-Nazi who in 2015 murdered nine B
church in Charleston, South Carolina, wrote a manifesto¥ j ack« People 3
to have been inspired by Google. He described how he [)’peg‘?;h'ch he cly;
crime” into Google, and he has “never been the same since th lack?n Whire
the first site this search produced was for an organization "at day” He
?f Conservative Citizens (CCC). It contained numeroucsa ded th_e
brutal black on White murders.” He alleges that seein :_SC”P
question the media’s attention on the Trayvon Martin caseg tdls. made hiy
h:m to pursue a self-education journey on Google on '3n_ 1t Motivateq
journey that, as we now know, ended in unfathomable trager:;'al Matters—;

Counci
tions of

While this is anecdotal evidence, it i
¢ , it is nonetheless quite unsettli
:);ee Z:‘?e da}:\gers of letting algorithms decide what informatilgg :I:ed S:M
boo‘k . g:,n,,; mas( :;doe;.p As QCM professor Safiya Noble pointed outsinotl::ri
ression critiquing Google, th
search should have been an authoritati S eichas Ml o
: ) tative source such as FBI crim isti
:::: ::11:3 that most violence against white Americans is cte)r:\tr:\[iltst:;s_
e sacar:ls\—fjasher than the CCC, an organization whose Statement?f
ys that it “opposes all efforts to mix the races of mankind.”

Signals the Algorithm Uses

What factors i .
Once again, G::gtleeru::[l:ow Tlghly ranked pages are in Google searches!
part to prevent competito: ev?a much about its algorithmic trade secrets—n
from gaming the algorith rs from copying them, but also to prevent people
official company website d”&“‘? we only know the broadest outlines. The
“Search algorithms look escribing the search algorithm® states the following:
relevance and usability ofat i facm"?v including the words of your quen:
settings. The weight applie':jafes' expertise of sources, and your location and
your query—for example, th Ofeach factor varies depending on the nature 9f
answering queries about ¢ e freshness of the content plays a bigger role
definitions." These fact current news topics than it does about diction}
£00d matches 1o the o, [A7Eely about finding links that appear be
Google says the algoritﬁarCh query. When it comes to ranking the resu
available” by considerin fm attempts to “prioritize the most reliable U™
expertise, amhorimivge:ecstors that “help determine which pages demonste
sounds good, but it's quj S, and trustworthiness on a given tOPIC: This

quite vague. The two examples Google gives 3¢ that?

“Daniel Strauss, *
June 20, 2015.
ssmanifeSt 5
https: /4

Raci P : w Politk
ttpslflllwlfeztf' l|pked to Dylann Roof emerges onlines P:f'::
°-emerges-online:glgits.lgm"O'H/Story/zms/oﬁ/dylan-roofi"a

Www.google,
3 con/search/howsearchworks/algorithns/.
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nkings if other prominent sites link to it (this is the
geRank algorithm Google first launched with in
the site after doing closely related searches.

mped up in the ra
of the original Pa;
y users visit

siteis bu
essence

1998) or if man
history of the algorithm, the PageRank method played a more

le, and less attention was given to assessing the quality of
information by other means. Nefarious actors figured out how to use this
narrow focus on Jink counting to manipulate the rankings. In December 2016,
it was reported”’ that fake news and right-wing extremist sites “created a vast
network of links to each other and mainstream sites that has enabled them to
game Google's algorithm.” This led to harmful bigotry and disinformation—
for instance, eight of the top ten search results for “was Hitler bad?” were to
Holocaust denial sites.
Several months later, in April 2017, Google admit
become a serious problem: “Today, in a world where tens of thousands of
pages are coming online every minute of every day, there are new ways that
people try to game the system. The most high profile of these issues is the
phenomenon of ‘fake news, where content on the web has contributed to
the spread of blatantly misleading, low quality, offensive or downright false
information”” One change Google implemented at the time was to provide
more detailed guidance on “misleading information, unexpected offensive
results, hoaxes and unsupported conspiracy theories” for the team of human
evluators the company uses to provide feedback on the search algorithms:
These guidelines will begin to help our algorithms in demoting such low-
quality content and help us to make additional improvements over time.” I'Ill
::‘:;: ;‘l’ 2?5: human moderators and the role they play in dsh:pingth:i(?i':l :
used i gth it T at the end of this section. Google also"sal' t atf;c: riore
“U(horitative algorithm were adjusted in order to bhe poa:iretails o
provided e pages and demote low-quality content, ut !

Earlier in the
prominent 10

ted® that fake news had

“elevate quality journalism”
ative'!), Google tweaked
Is were prioritized in this

0

(innju{far later, as part of a multipronged effort to

thea ing a three-hundred-million-dollar outreach init
gorithm again. This time, it revealed which signa

nkings because of rightwing
. theguardian. com/
arch-rankings-

—
e
arole Cadwalladr, “Google ‘must review its search ra

Manipylast
:zlﬁmanon"n Guardian,  December 5. 2016: https :.// .
becaunsoelo%y/20:\6/dec/05/google-must-rev iew-its-

» -of-rightwing-manipulation. & 9
htrt] omes, “Our Iates%. quali(‘; improvements for Search.t Gz;gllify”_gl
seaszr"///bhg-google/products/search/our-lates -q

Mieass . 1 York Times,
Kea:;\hllz%ose, “Google Pledges $300 Million (t/) C;‘?;O;J/‘;g?::s?:ev;ss./n?e%ﬁn/goagle.

. 2018: https://www.nytimes-con 20
Alse-news . hml. . ¢

April 25, 2017:
mprovements -
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adjustment and why, at least in very broad strokes:*? “To reduce the visbi;
of [harmful misinformation] during crisis or breaking news events, We'vtz
improved our systems to put more emphasis on authoritative results oyer
factors like freshness or relevancy.”

Featured Snippets

In 2014, Google introduced a tool called featured snippets: a box of text js
placed at the top of the results page for certain searches containing a
highlighted passage from a top link that the algorithm believes is relevant to
the search. These are not included for all searches, just ones that Google
thinks are asking for specific information that it can try to find on the Web,
Featured snippets help people extract information quickly from the internet
since you get the answers to your questions directly from a Google search
without having to choose a link, click it, then find the relevant passage buried
somewhere on that site; they are also useful for voice search on mobile
devices and Google's Home Assistant because the user can ask a question
verbally and then the device responds verbally by reading aloud the featured
snippet resulting from the corresponding Google search.

But if a Google search turns up fake news, then the answer provided by
Google in the featured snippet might be wrong. And the featured snippet
format strips the answer of any context and presents it in an authoritative:
sounding manner, leaving the reader/listener even less aware than in a typicd
Google search of how unreliable the information source might be. Sure
enough, featured snippets eventually made headlines for providing disastrously
misinformed answers to a variety of questions.

Indeed, in March 2017, it was found*
were in the KKK resulted in a snippet
“ls Obama planning a coup?”
exposed in Western Center
Obama be in bed with the
planning a Communist coup
for a gun control measure

that asking Google which US preﬂd'e(;“-s

falsely claiming that several were; 2 :‘if

yielded a snippet that said “According t©© deﬁ:jl
for Journalism’s exclusive video, not 0}“7 “t’ be

Communist Chinese, but Obama may in fachmg
d'état at the end of his term in 2016!"; Seaglse

8 called “Proposition 63" yielded a snippet i

describing it as “a deceptive ballot initiative that will criminalize millions © v

abiding Californians”” | the case of the Obama coup snippet, the ©P se‘:)u

result was an article debunking this fake news story about an upcoming sults
f_ttempt. but when using Google’s Home Assistant, there are no search®
isted—all one gers is the featured snippet read aloud.

_—————— h
;ﬁ;rd f{f{gra.s, “Elevating quality journalism on the open web,’ Google bhi)ﬁ'i?ia;tivej
elevéting.23;{130%'oﬁ‘:"%]l-?/m;treach-initiatives/google‘"ews'

" -Journalism/.

:(,:Zb?"a"'l""“v Google's fake news Snippets;” BBC News, March 6. 2
"-~com/news/tcchnology-39180855‘

017: hetps+/
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4 5 year later describing how the snippets tool had' ifn»provfed
b Pocst:e cczlmpany said “Last year, we took deserved criticism Vsr
e i i i coup. We
| tl31sni pets that said things like [] Obama was Plar!mng a f,—isuks
e because we didn't weigh the authoritativeness of result
bl I e i ies”” While this claim is
ly enough for such rare and fringe queries. e
st'o;%Zially true, it conveniently sweeps undAer Fhe rug thaF :; Prert;c; s
Swl:a';;hingauthorl’tativeness is measuringauthontatwer}eszyhnc ct|isoan c Redugc ing‘
i il to at the end of this se - Reduci
ueht issue—one I'll return ' ‘ e
:xr:siiformation by elevating quality sources is not nearly as snmplehae:di]:sthif
2 lever labeled “authoritativeness” the way Google suggests
remark.

ovel

Blocking Search Results

as
Some fake news publishers scrape articles from the Web and rdengsglfl‘:c“t‘ 2
their own in an effort to give the stories a wider platformdan g
revenue in the process. While most fake news on the Web :e:v e
Google policies that would prevent it from being eligible to s ?1 E oogle will
results, if an article is found to be in violation of copyright, t ?tr;s indeed get
expunge it from search listings—so these spammy fake news s
delisted. S
But an extensive Wall Street Journal investigationﬁ, f°un4dfa.n er:::ltthnrgequest
here: people have been gaming Google's copyright in rmgau impactful to
System in order to delist content that is unflattering or .ﬁnangszne copies a
certain parties. One of the techniques used is backdating: s

; i ing time stamp
Published article and posts it on their blog but with r'":;iena?:;gy tell Google
Y make it appear that it predates the published article: e published

tat the published article is violating their blogs COPYrIﬁ:;Lh:;pens. Google is
irticle is removed from Google search results. When t right infringement
delsting an actual news article on the basis of a false :?ZmendY 2 program
"otification. Daphne Keller, a former Google lawyer 3 id chat “If people can
director g Stanford University's Cyber Policy cemer'a,s\d Jawful informa!'::
Manipulate the gatekeepers to make impor‘tan[l found that not onl);ai a
Sappear, that's big deal” The Wall St!eeUO"”,'a so in sul'P"‘""EV &
People indeed do this, but they have been doing

Numbers, '

wary 30.
v Google blog JANEY
D ‘s featured 5"'Pwu:oﬂ-gwgles'featu
zal"‘;)' Sullivan, “A reintroduction to Gtoc;il:;xch/reintroducn S
% M cts icl 7
“niny, -1PS://blog. google/prody o ogle Hides News: W02 icles/
s 1 palazz0l0. “GOCE . in W53 L0 7001,
"rea Fuler, Kirsten Grind, and Joe : 20 _http;‘,utation-lﬁ
laims "\l Street Journal, May ' 1ine-¥

-on
g’"’gle'dmCa-copyright-Clai"‘s'takc‘jm
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Google received copyright removal requests f

thousand links between 2002 and ZOI;, wher:al; fii“:rec:wd::;:;:ni ok
more than a million requests in a single day. In order to scall:ey )
magnitude, a company spokesperson said that Google has autom: pdto =
of the process so that human review is mostly not needed. In 20|t‘e) bes
percent of the nearly one-quarter billion links flagge& for ¢ o
infringement were removed from Google’s search listings. However, :hpynfhht
r\:VL;IIf . St{eet Journal uncovered numerous cases of fraudulent'vioe!:no:
r:n;s:zf)ns. Google restored more than fifty thousand links that had been

g’r’]‘ze‘::‘et;; quI:isat:.l;S of fraudulent requests 'the Wall Street Journal found
Iaaess, e Uk ar{gr:lage news articles critical of politicians and business
STt tockth eseRartfcIes were taken off Google after various
violation request—bmg-a ussian edition of Newsweek filed a copyrigft
Bl e Nut it turned out Fhese organizations were all fake, the
using Newsweek’s Iogzvzzwjzléehadgmhmg' 1o With: e
notification was legitimate. ive Google into thinking the copyright violation

There i

e ot o o e decopive mesods o g G
journalism. one factors a; ticles: in Google's recent efforts to elevate quality
copyright violations sit [he rankmg Algocichn considers b the 8 ‘?f
a website receives a Iaes ave received. A Google spokesperson said that 1
appear lower overal| in el °fhvalid takedown notices, the sitg mig
established that man sefar ch results” But the Wall Street Journal investg2io”
actually invalid and thy e takedowns that Google thinks are valid ¢
automated system Th?sr esult of deliberate disinformation aimed at Goc%
by dishonest actors, opens the door for more gaming of Google's rankifgé

BERT

A humOrOU
years has bi:: ltzral trend emerging in the Al community over the P& £t
naming deep learninmjke as many Sesame Street allusions as possb® ¥
the system develo egd g"t processing algorithms, You saw Grover in - i)
with the ultimare ped by the Allen Institute for Al to generate text fike 2ot
text, Currently !hgoal of being able to detect such deep learning 8 o
for text are GP:r.Je t;vo most impressive and powerful deep |earning S [cﬂ‘
developed by G,;Ow| "Ch was discussed extensively in Chapter 2.3 :
“Presentations fr B¢ called BERT (which stands for Bidircclionﬂl BERT
builds om Tmn'»forme,s, but don't worry about that just yet 'naﬂ“‘d
“stem developed by the Allen Institute 10 °7 op

‘(er an earlier

0 (standing for £

5 1or Embeddip ¥
Upagus, 25 from Language Models). Alas, ther

an Ernje
Nie or 3 Snuffle
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While text generation is immensely useful, it turns out that for many
mething that is essentially a by-product of the inner
workings of a deep neural net that occurs automatically while training for
rasks like text generation: a vector representation of words (sometimes called
2 word embedding). This means a way of representing each word as a vector—
that is, a list of numerical coordinates—in such a way that the geometry of
the distribution of word vectors reflects important semantic and syntactic
information. Roughly speaking, we want words that frequently appear in close
proximity to each other in written text to have vector representations that
are geometrically in close proximity to each other. Vector embeddings
translate data in messy formats like text into the standard numerical formats
that machine learning algorithms know and love.

Earlier word embeddings (one of the most popular, called Word2vec, was
gi\:loped by Google in 2013) produced a fixed, static vector for each word.
semi;g:nedf the door to many breakthroughs: for example, analyzing the
fitoats t of qur_ds and sentences (how positive or negative they are) turns
for insta:re amiliar geometric analysis of vectors in I'El‘mhdean space, where,
negative ce, one looks for a plane that separates positive word vectors frorp
approach word vectors. One of the key dravybacks in these earl)‘“st'atlf
a landin €8 was f‘hat a single word can have multiple meanings (suchas’ stick
Meanin g “stick” from a tree, and “stick” to a plan), and all the dlffEr'E?[
contrasg[s ng t conflated when the word was represgnted as a vector. hn
vector e a"d,BERT are contextual word emt?eddlngs, which (rjneans :he
surroundgprese"‘“'oﬂs are not fixed and static—they depen:1 on nast
sticks th ":g text. If you feed these systems the sentence ‘I hope the gym o
word “ ¢ a"f""g and the sentence “the toddler stnc}(s out her ;ongu:, L
allows fsnd(s will have different vector representations mdeac :‘:‘aj?n,
BER or much more flexibility in language modeling and understanding.
P'e-zTrI:arns its contextual word embeddings througha mass/l;:se szl:-sr:o::r:;:ﬁ
from Cl}r: ing process somewhat similar to that of GPT-3;1 i)t’ bl i
this, it apter 2, GPT-3 was fed huge volumes gf text, ar; ) :’sord i
‘“pervisz;d the preceding words to try to pr:dlct C:sesir\:: volumes of text, but
0 this eur-Aining process also involved rea lng:in e o iddon from
the a|g°arsifhzr:nper;entage of the words Wﬁrererdair;t'?Th);se rissing wor ity
Zue;ﬁng wh i BEST- Timengdd howe o 15.-. them and using the difference
Ctween th at they were and then unmask dgword A error o propaga(e
lhl‘ough h e guess and the acgual unmaske Yord e 50 that over time the
© neural net and adjurt o £5 ParaBERT was trained 0 predict

Bue: ‘
mis;ses e s e wyonion edict words, but being able to
g words, BERT’s ultimate goal is not pre = O e e o;

| vector embeddings BER

?r(d d proxy
ediction turn out to be

applications one needs so!

edi ‘ )
om t words well is considered a g0 o
d'=ve|a more technical perspective: the fjomword A
©ps internally while training of hidden
istic tasks.

Y useful for a wide range of lingul
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Actually, this masked word task
of each sentence, but to get a
trained on a self-supervised se

helps BERT learn 3
more global persp
ntence prediction

bout worgs ;
eCtive, it js s::nt‘:;mm
task: it s shown ,u‘z
stimat o 3
one sentence immediately precedes the other, Thi: :atsrl](efferlgls)a[bghwthar
embeddings encode larger-scale meaning that extends beyonq inzi id
sentences. In case you are curious, the Bidirectional in BERT’S name ref:r;ml
the fact that it reads training text both left-to-right and right-to-left in ord:
to get both past and future context for each word. This is a reasonable thy,
to do precisely because, unlike GPT-3, BERT is not aiming to predict future
is aimi duce word embeddings that draw in as much

tations part of the name just indicates
Presentations, and the Transformer
ing architecture that is used,

that words are encoded with vector re
the name refers to a specific deep learn

When you type a search
a list of keywords to mat:
text that Google's sea
intermediary service th
vectors that the searc|
October 2019 compan
Google’s search algori
“Search is about under:
the most successful ste
human language.

i s,
This Google blog post went on to say that “when it comes to ra,nk:;gerle;u, in
BERT will help Search better understand one in 10 searches IT ueries, O
English” and that “Particularly for longer, more conversauonathffe e
searches where prepositions like ‘for’ and ‘to’ matter a ks r query.
Search will be able to understand the context of the words in y?;e blog P**
illustrate the types of improvements users should expect, ¢ for someo™®
included an example of a user searching “Can you get fnedul:::t included ad
pharmacy.” Previously, the top search result was an article ! n the use’
of these individual words, but it didn’t answer the q”esnfo resule ws
attempting to ask; with the new BERT-powered search, the top

jofs
g -k up me cat
article specifically addressing when and how people can pick up

for others at the pharmacy.

bect”
: “wone in 10" figure
Google evidently underestimated itself with the “one in tlu Googlede‘w
almost exactly one year later in another company blog pos

phrase into Google, Yyou are providing more than s
ch—often you are providing a grammatical snippetf
rch algorithm needs to understand. BERT is the
at translates your search phrase into a collection o
h algorithm can then process quantitatively. In
y blog post announcing the absorption of BERI into
thm, Google's vice president of Search said !hz
standing language,” and BERT has indeed been orl:md
ps forward in allowing computers to better unders

M<
fore, uof

“Pandy Nayak, "Undcrstanding searches better than cvercgjsearch-lanﬂ
October 25" 9|9, https://blog.google/products/sear
undersldnding~bert/.
“"Prabhakar R

 Gogle
15,2020 ht

aghavan,

“How Al is powering a more helpful Google,
tps://

h-0
v blog . google/products/search/searc

‘*~l|‘||ll""'
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ow

: ish.” And in September

g uery in English’ z h
. d in almost every q c “to improve the

tax BERT Ils n?\:o‘:\s:ced‘s that BERT wstTIS? btelcnhges:: d In Chagter 9, Il
eid i d available fac : .

2020, Goog s stories an : here is that BERT

; een nNew; hat’s relevant here

matching betwee Is in depth; for now, w ’ reports and

cover f"‘c"CheC‘:ﬁiZ‘;ﬁy scan through lists of hur_n:lm fact-check rep

A |{e] - .

? usedo:‘n) \:llj\ich ones pertain to a given news article

IgU(E

le in
i in a recent debacle that Ianti!ed Goog |
JapEFT ok feM;I‘r(:tder‘-ji:.'lc‘gnlwilgnhetr.]t;)tlanford-trained computer sclj"t,'S;rEr:nnTg
B by oree ;J nh: world’s leading experts on ethics in Al ar)I acge g
e of s nder of the organization Black in Al; ar]d, untnTre BI}’E ey
i Isfitf:l::ders of Google’s Ethical Artificial Ir::elhgence ezr:lk.mg o
a:z :E:ugtly fired from Google in December 2020. Sv}:/iewna: :vequest oy
research paper with several other Google (’:mP|°)’ee; e GRTerove the
the higher-ups came in asking her to ei_ther wmh;.iravé tanedpdsmanded coTRRoW
names of all Google employees from it. She re ushe e asoringbetindEi
who was responsible for this bizarre request a_nd t en;r il

Google leadership rebuffed her demand and instead fire A

; munity.
This move was shocking, not just to Gebru but o the en:lreioﬁ\"aecz:; worlZ;
Gebru is widely respected and recognized f9r |mpgrtan" v'v)ith S ki
Google’s iron-fisted handling of this incident did not sit we e ovad Black
The optics of Google censoring and then firing a prominent am were very
woman Al researcher from a leadership role on an Etvhlcss:;:rch paper that
POor, to say the least. And what was the topic of Gebru’s r:,as titled “On the
stirred up all this controversy in the first place? The paPe{_ Big?”, and it was
angers of Stochastic Parrots: Can Language Models ge oiabi%i.t)" to harmful
onthe dangers—ranging from environmental costs to I?Sflii'l‘(l; BERT

3ses—involved in large deep learning language models

. ion, and of the entire
We now ¢ome to the final topic of this lengthy 5?“':;15 algorithm so that
chaper, Wwhich is how Google has been trying to adlu;'n s and fake news is
Ccurate information rises to the top of search ranking
relegated to later pages of search results.

77 ity nd News,”
} mation quality in Search ai

i 77;7‘7\— e & 3l
Gandu Nayak, “Oyr latest investments in inforf le/products/searc"/“’ latest

200gle blog, Se : ://blog.gooB ;
» September 2020: https ~and-news. d And
”mv?tme"ts"i"f°rmati°"'quahty-:§sa D S Blach Rejezzrztgf;z?f7§;:;:3170/
mmét/:cljlzn, “Google Al Te|a7m ZDoggzahttps://M.npr-%tcg_rehired-and-promoted.
0gle o ':ZR},‘%GCGTI%(: ousted-black-researcher-
-ai-team-demands-
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| | i Is r . " ANt scred oral evidence from a variet
Elevating Quality Journalism wing this report, Parliament collected oral y

i rn-p-ﬁ One of these was Vint Cerf, Vice President and Chief Internet
) . pur . B . I a .
In February 2019, at an international security conference in Munich, Go, o “‘Yq"t( W« Google, He was asked: "Can you give us any evidence that the
\ B \ S R 0 . N " 1
released a white paper™® on the company's efforts “to tackle the in;cnn0 B o ality information, as you describe it, that you promote is more likely to
spread of misinformation—across Google Search, Google News You'(mt,,“l |||g||~t|l(:- u.-yin the category, ‘The earth is not flat’, rather than the category,
and our advertising systems." While mostly repeating the philosophies lllns '.’F' “l:"_(h s flac’?” His intriguing response provided a sliver of daylight in the
o o 3 L The i ak s

general approaches that were already sprinkled across various Google b, hily sealed backrooms of Google:
posts and corporate documents (and already mer 8 ughtly se

» ntioned in this chapter), this
white paper does include a few remarks and insights that helpfully shine some

i i i i The amount of information on the world wide web is
additional light on certain details.

extraordinarily large. There are billions of pages. We

In attempting to elevate quality journalism, Google's search ranking algorith have no ability to manually evaluate all that content,
needs to assess the trustworthiness of news sites. The white paper clarifies but we have about 10,000 people, as part of our
that these assessments are not just overall measures, they depend specifically Google family, who evaluate websites. We have
on the scope of the search phrase: “For instance, a national news outlets perhaps as many as nine opinions of selected pages. In
articles might be deemed authoritative in response to searches relating to the case of search, we have a 168-page dqcument
current events, but less reliable for searches related to gardening” It also given over to how you determine the quality of a
clarifies that the “ranking system does not identify the intent or factul website. [...] Once we have samples of webpages that
accuracy of any given piece of content.” In other words, everything—true and have been evaluated by those evaluators, we can take
e Myt o up on Google, and Google's search algorithm does what they have done and the webpages their
not try to determine which particular links contain valid information versus evaluations apply to, and make a machine-learning
misinformation; instead, it just tries to rank more highly the sites it deems neural network that reflects the quality they have
more generally trustworthy in the context of the present search. been able to assert for the webpages. Those webpages

become the training set for a machine-learning system.
The machine-learning system is then applied to all the
webpages we index in the world wide web. Once that
application has been done, we use that information
and other indicators to rank-order the responses that
come back from a web search.

In_June 2020, the Parliament of the United Kingdom published a policy report”
th numer‘c‘)us recommendations aimed at helping the government fight
flrghalnst the ) pandemic of misinformation” powered by internet technology. |
€ report is rather forceful on the conclusions it reaches:

The Government must m;

Y ake sure that online platforms
bear ultimate res

et . is a
ponsibility for the content that their cess. There is

He SUMmarized this as follows: “There is a two-step pro

i ] n
:Eff:;tms ispr:sm otg.l [: ] Transparer)cy of onlline Manual Process to establish criteria and a §°°d'9ua"ty [’:aur::(r:)grls‘jet‘;v?;: :vr:a.
Platforms like Fa, Sekr;tla F i = ﬂourI'Sh' ;}Tamme-kammg system to scale up to the size Of; eofﬁcial statements
Black B st _ci ook apd Google seek to hide behind ! ich we index” Many of Google’s blog Posts .anmalism  ome back to
SEnhonn, Tgh rithms which chqose what co}ntent ‘u_sers t°_ncern.ng the company’s efforts to elevate quality ]O:i deeper into Cerfs
are not re.s o?' t:Iake the position that their decisions e'-‘» ‘eam of ten thousand human evaluators, s© [: ungderstan d what these
online activ‘i)ty slthias f?s.r hlarlms ik reSUk'ﬁ'-oT pegse  joement here, it would be helpﬁ:,l t:| b:rti(tim. Fortunately, an ins:del
Platforms make in desig| o Swwaag dhe dedhol Ple do and how their work impacts the alg Il Street Journa

i ini ithmi | ided in a Wa
ningand training these algorithmic 2ok at the job of the Google evaluator was provid

systems : ) in o )
4 shape the conversations that happen online. Vestigation®? from November 2019.

—

Kristie Canegallo, *

Februa!

ighti rferes

v hting disinf i ” I = “How Google Inte!
16, 2019: htt . 8hting disinformation across our products,” Google blog "= e d John West e ls,
r,di“”formati':an'-/a/ -1og. google/ around-the-globe/google-europe/ HEIE ten Grind, Sam Schechner; Robert McM“laa';ulth." Wall StreetJOUTEL 5 -search-

“Digital Technol
on Dy

aoss-our-products/ th Its Search Algori d Changes Your _interferes-
o, 7 v ittee 20 gomhr.ns ani A o oogle-i
emocracy agzdangthe Resurrection of Trust,” House of Lords, Select C:Sﬂ‘ I ﬂlgz | ttps://wwwms].cOm/artu:iSis_113573323753.
c°”‘mme“5-Parliame,:§'“' Techn‘ologies, Report of Session 2019-2): 1. Tithms-and- changes-your -1
Uk/publications/1634/docunents/17731/defau N
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While Google employees are very well compensated fin
thousand evaluators are hourly contract workers who wo
earn around $13.50 per hour. One such worker profiled
Journal article said he was required to sign a nondisclosure a
had zero contact with anyone at Google, and that he was n

ancially, these rg, | has developed an extensive process for approying all these algorithm
rk from home ang adjustments that includes having evaluators experiment and report on the
in the Woj Street impact to search rankings. This gives Google a sense of how t‘he ad]ulstments
greement, that e will work in practice before turning them loose on Google’s massive user

ever told i . if certain adjustments are intended to demote the rankings
work would be used for (and remember these are the people Cerf:}::rtz | b?sfe'k?;rvsvtsa:ictz; the evaluzl;tors can see if that actually happens in the
to as “part of our Google family”). He said he was “given hundreds of | : ah they tr: '
search results and told to use his judgment to rate them according to u;l?a ] searches they try. ‘ )
reputation and usefulness, among other factors.” The main task these w‘lrk? Let me return now to Vint Cerf. Shortly after the question that led to his
perform, it seems, is rating individual sites as well as evaluating the rankmt description of Google's “two-step” process that | quoted above, the chair of
for various searches returned by Google. These tasks are closely guidedéy the committee asked Cerf another important, and rather pointed, question:
the hundred-sixty-eight-page document these workers are provided “Your algorithm took inaccurate information, that Muslims do not pay council
Sometimes, the workers also received notes, through their contract work | tax, which went straight to the top of your search results and was echoed. by
agencies, from Google telling them the “correct” results for certain searches, | your voice assistant. That is catastrophic; a thing like that can set off a riot.
For instance, at one point, the search phrase “best way to kill myself” o Obviously, 99 percent of what you do is not likely to do that. How sensitised
turning up how-to manuals, and the contract workers were sent a note sairg are your algorithms to that type of error!?” Once again, Cerf’s frank answer
that all searches related to suicide should return the National Suicide | Wwas quite intriguing. He said that neural networks (which, as you recall, are
Prevention Lifeline as the top result. the framework for deep learning) are “brittle,” meaning sometimes tiny

This window into the work
unpack Cerf’s testimon
make far-

changes in input can lead to surprisingly bad outputs. Cerf elaborated further:
of the evaluators, brief though it is, helps us ¥ PP g

reaching dECisiy' Goggle employees—presumaply high-level ones—
On various topics and i o anout hon the search algorithm should pgrform '
implement these in thm o sions. Bu rather than wying toidieal I
these decisions in th € computer code for the search algorithm, they codfy ‘
evaluators then . lﬂstru“'orf manual that is sent to the evaluators. The |
manual, but evenr\r,lvz'mhuah?’ rate sites and search rankings according to this
many sites and 'th this army of ten thousand evaluators, there are far 00

nd searches to go through by hand—so as Cerf explained, thesé

manual evaluations i i :
provide the training data f i ingagat
iy or s d learning algor!

whose job is essentiall . liations 50 hon

Your reaction to this is, “WTF? How could that
possibly happen?” The answer is that these systems
do not recognise things in the same way we do. YVe
abstract from images. We recognise cats as having
little triangular ears, fur and a tail, and we are pretty
sure that fire engines do not. But the mechanical
system of recognition in machine-learning systems
does not work in the same way our brains do. We
know they can be brittle, and you just cited a very

searches, not just the Z’)to eztrap}:olate nesecealiation: s gt hoper“)’d:E gror smple, 56 mitas (. of brimer;ess.’fvfh::z
s nes that hay ve as w i ident!
Google leadership intends. e been manually evaluated, beha working to remove those problems or y

i : ignificant
they could occur, but it is still an area of zlf:g;ious

" i e

pdates to the Google search algorithm have been research. To your primary question, are Wi

N ial fai modes? Yes.
X s i 1) of the sensiti the potential failure 5
ompany (several were mentioned in this chap€/ sitivity and the p ‘hose failure modes?

Whl_le Some of the notable y
publicly announceds: by the ¢
Google actually tweaks its g
Street Journq) investigation ju

; o Do wi revent all
Igorithm extremely often. In fact, the samé elammkiodta b
algorithm ove,

St mentioned also found that Google modified © No, fiot yet.

X 2 i . swers to

adjustments h;‘sht')':;’:\i/vo hundred times in 2018. And the number Ofglgre‘;t;j n shor we trust Google's algorithms t© provide s:wfalqmv:sd;; ?ni:enand fake
ncreasin idly: i n ‘ IS ariace: ; ; the fla

four hundred, and back in 20|l')g e A B0, isrerusic iy d. Googe | s duestions—even though it sometimes e

A i 0.
there were only around five hundre top it from cofe -+ “[Google's]
oogle’s white Pig:y'of any given

ne: :
"sand we don't entirely know how to s

Reca]| the quote | included earlier from G

; . factual accuracy = - ection
“Thes, "anking ¢ identify the intent OF TCEHE. " - cedin this sectit
dons® announcements gypicq ) sient list 2% flbrgg e o does ok den G urnal investigation dis roach to removing
escription of g, Y appear in Google blog posts, but a conveniem L, © of content.” The Wall Street Jo ive ap|

e sub: i
called the Seare Stantial ones has beey

essi P! ; oach
i n collected by a third-party organ! Noted a [nore aisfl:[es chis difference in appr
2gorithn-istory; " 1°ma https:// blicly actr

le- that Facebook has taken
WHW., searchenginejoulfﬂal"°"1/goag

Misinformation and said Google PU
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to the fact that Facebook actually hosts content whereas Google o8 ! !
indexes it. But in private a Google search executive told the Wa Street , S ; et
that the problem of defining misinformation is incredibly hard an o

fe " d Go
“didn’t want to go down the path of figuring it out! Ogle
Summary
Fake news and harmful misinformation appearing at or near the top of Googl

search results became a widely discussed topic after Trump unexpectedly @

won the 2016 election. Many people started to blame Google and the other | rl C e O
tech giants for their role in the election and in eroding the very notion of Va

truth. Google responded by making a series of adjustments to its. ranking
algorithm—often with the assistance of an army of low-paid contract ° ™
workers—over the ensuing years aimed at bringing trustworthy links to the

top of searches and pushing less reliable ones lower down. In this chapter, | Ad ‘ 7 e rtl Sl I I
presented a variety of examples where this played out, gathered what technicil

details | could about the closely guarded search algorithm, and looked into the

public statements and general strategies Google has employed in this effort to

| . . . . . ke
elevate quality journalism. | also discussed instances of misinformation, HOW Algorltth Ad Dlstrlbutlon FundS Fa

deception, hateful stereotyping, and blatant racism that surfaced on other

corners of Google such as maps, image search, and autocomplete. News and Remforces RaCISm
In the next chapter, | tackle another aspect of Google: how its advertising
Platform provides the revenue stream for a huge fraction of the fake news |
industry. Facebook s also brought into the fray, though its advertising platfor
fans the flames of fake news in a rather different way, as you will soon see.

—_—

fake news s money.

One of the incentives for a good portion of ) .
rmatics, Indiana Uni

—Fil Menczer, Professor of Info |
ws industrys the first thing
o s chapter, it serves up
e there is an entirely
r;m Google supporz‘s
The first half of this
Igomhm;c ad distri-
fzations. and the
dangerous flow

\ When we think of Google supporting the fake
‘ that comes to mind is how, as described in [heﬁoweve
an audience with its various search prOdu":L?].uennal’“
s€parate way—less obvious but extremely '"d el
the fake news industry: financially through afGoogle'S 3
chapter focuses on the mechanics and 55355 foake news OTgan
ution system, the extent to which it fun sears o eartail this
reluctant steps Google has taken over the ¥
of funds,
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