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Online Advertising
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The weakest part of his argument, it seemed to me, was its jus-
tification. He argued that the coming avalanche of personalized
advertising would be so useful and timely that customers would
welcome it. They would beg for more. As he saw it, most people
objected to advertisements because they were irrelevant to them.
In the future, they wouldn’t be. Presumably, folks in his exclusive
demo would welcome pitches tailored to them, perhaps featur-
ing cottages in the Bahamas, jars of hand-pressed virgin olive oil,
or time-shares for private jets. And he joked that he would never
have to see another ad for the University of Phoenix—a for-profit
education factory that appeals largely to the striving (and more
casily cheated) underclasses.

It was strange, I thought, that he mentioned the University of
Phoenix. Somehow he was seeing the ads, and [ wasn't. Or maybe
[ didn’t notice them. In any case, I knew quite a bit about for-profit
universities, which had by that point become multimillion-dollar

operations. These so-called diploma mills were often under-
diplomas they
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written by government-financed loans, and the
awarded had scant value in the workplace. In many professions,
they were no more valuable than a high school degree.

While the WMD in the U.S. News Best Colleges ranking
made life miserable for rich and middle-class students (and their
families), the for-profit colleges focused on the other, more vul-
nerable, side of the population. And the Internet gave them the
perfect tool to do so. It’s little surprise, therefore, that the indus-
try’s dramatic growth coincided with the arrival of the Internet

as an always-on communications platform for the masses. While
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spending more than $50 million on Google ads alone, the Uni.
versity of Phoenix targeted poor people with the bait of upward
mobility. Its come-on carried the underlying criticism that the
struggling classes weren’t doing enough to improve their lives,
And it worked. Between 2004 and 2014, for-profit enrollment tri.
pled, and the industry now accounts for 11 percent of the countrys
college and university students.

The marketing of these universities is a far cry from the early
promise of the Internet as a great equalizing and democratizing
force. If it was true during the early dot-com days that “nobody
knows you're a dog,” it’s the exact opposite today. We are ranked,
categorized, and scored in hundreds of models, on the basis of
our revealed preferences and patterns. This establishes a powerful
basis for legitimate ad campaigns, but it also fuels their predatory
cousins: ads that pinpoint people in great need and sell them false
or overpriced promises. They find inequality and feast on it. The
result is that they perpetuate our existing social stratification, with
all of its injustices. The greatest divide is between the winners in
our system, like our venture capitalist, and the people his models
prey upon.
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they draw from each prospect. Their operations cause immense
and nefarious feedback loops and leave their customers buried
under mountains of debt. And the targets have little idea how they
were scammed, because the campaigns are opaque. They just pop
up on the computer, and later call on the phone. The victims
rarely learn how they were chosen or how the recruiters came to
know so much about them.

Consider Corinthian College. Until recently, it was a giant
in the industry. Its various divisions had more than eighty thou-
sand students, the great majority of them receiving government-
financed loans. In 2013, the for-profit college got busted by the
attorney general of California for lying about job placement rates,
overcharging students, and using unofficial military seals in pred-
atory ads to reel in vulnerable people. The complaint pointed
out ;hat one of its divisions, Everest University Online’s Brandon
Campus, charged $68,800 in tuition for an online bachelor’s de-
gree in paralegal. (Such courses cost less than $10,000 at many
traditional colleges around the country.)

Moreover, according to the complaint, Corinthian College tar-
geted “isolated,” “impatient” individuals with “low self esteem”
who have “few people in their lives who care about them” and
who are “stuck” and “unable to see and plan well for future.” The
complaint called Corinthian College’s practices “unlawful, un-
fair, and fraudulent.” In 2014, amid more reports of abuses, the
Obama administration put a hold on the company’s access to fed-
eral student loan funding. That was its lifeblood. In mid-2015, the
company sold off most of its campuses and declared Chapter 11
bankruptcy,

But the industry marches on. Vatterott College, a career-
training ingtitute, is a particularly nasty example. A 2012 Sc:nate
committee report on for-profit colleges described Vattcrqtts re-
Cruiting manual, which sounds diabolical. It directs recruiters to
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target “Welfare Mom w/Kids. Pregnant Ladies. Recent Divorce,
Low Self-Esteem. Low Income Jobs. Experienced a Recent
Death. Physically/Mentally Abused. Recent Incarceration. Drug
Rehabilitation. Dead-End Jobs—No Future.”

Why, specifically, were they targeting these folks? Vulnerability
is worth gold. It always has been. Picture an itinerant quack in
an old western movie. He pulls into town with his wagon full of
jangling jars and bottles. When he sits down with an elderly pro-
spective customer, he seeks out her weaknesses. She covers her
mouth when she smiles, indicating that she’s sensitive about her
bad teeth. She anxiously twirls her old wedding ring, which from
the looks of her swollen knuckle will be stuck there till the end
of her days. Arthritis. So when he pitches his products to her, he
focuses on the ugliness of her teeth and her aching hands. He can
promise to restore the beauty of her smile and wash away the pain
from her joints. With this knowledge, he knows he’s halfway toa
sale before even clearing his throat to speak.

The playbook for predatory advertisers is similar, but they carry
it out at massive scale, targeting millions of people every day. The
customers’ ignorance, of course, is a crucial piece of the puzzle.
Many of the targeted students are immigrants who come to this
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the “pain point.” It might be low self-esteem, the stress of raising
kids in @ neighborhood of warring gangs, or perhaps a drug ad-
diction. Many people unwittingly disclose their pain points when
they look for answers on Google or, later, when they fill out col-
lege questionnaires. With that valuable nugget in hand, recruiters
simply promise that an expensive education at their university will

provide the solution and eliminate the pain. “We deal with people

that live in the moment and for the moment,” Vatterott’s training

materials explain. “Their decision to start, stay in school or quit

school is based more on emotion than logic. Pain is the greater

motivator in the short term.” A recruiting team at ITT Technical

[nstitute went so far as to draw up an image of a dentist bearing

down on a patient in agony, with the words “Find Out Where

Their Pain Is.”

A potential student’s first click on a for-profit college website
comes only after a vast industrial process has laid the groundwork.
Corinthian, for example, had a thirty-person marketing team that
spent $120 million annually, much of it to generate and pursue 2.4
million leads, which led to sixty thousand new students and $600
million in annual revenue. These large marketing teams reach
potential students through a wide range of channels, from TV ads
and billboards on highways and bus stops to direct mail, search
advertising on Google, and even recruiters visiting schools and
knocking on doors. An analyst on the team designs the various
promotions with the explicit goal of getting feedback. To optimize
recruiting—and revenue—they need to know whom their mes-
sages reached and, if possible, what impact they had. Only with
this data can they go on to optimize the operation.

The key for any optimization program, naturally,
f’bicctivc. For diploma mills like the University of Phoenix, I think
it safe to say, the goal is to recruit the greatest number of students
who can land government loans to pay most of their tuition and

is to pick an
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It gets complicated, though, because the various messaging
campaigns all interact with each other, and much of their impact
can't be measured. For example, do bus advertisements drive up
the probability that a prospect will take a phone call? It’s hard to
say. It’s easier to track online messaging, and for-profits can gather
vital details about each prospect—where they live and what web
pages they ve surfed.

That’s why much of the advertising money at for-profit uni-
versities goes to Google and Facebook. Each of these platforms
allows advertisers to segment their target populations in meticu-
lous detail. Publicists for a Judd Apatow movie, for example, could
target males from age eighteen to twenty-eight in the fifty richest
zip codes, perhaps zeroing in on those who have clicked on or
“liked” links to Apatow’s hit movie Trainwreck, have mentioned
him on Tivitter, or are friends with someone who has. But for-profit
Colleges hunt in the opposite direction. They're more likely to be
:;;gsit‘:i :TZI:S i;licf::dpoor.est zip codes, with special attention to
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Once these campaigns move online, the learning accelerates.
The Internet provides advertisers with the greatest laboratory ever
for consumer research and lead generation. Feedback from each
promotion arrives within seconds—a lot faster than the mail
Within hours (instead of months), each campaign can zero in on
the most effective messages and come closer to reaching the glit-
tering promise of all advertising: to reach a prospect at the right
time, and with precisely the best message to trigger a decision,
and thus succeed in hauling in another paying customer. This
fine-tuning never stops.

And increasingly, the data-crunching machines are sifting
through our data on their own, searching for our habits and
hopes, fears and desires. With machine learning, a fast-growing
domain of artificial intelligence, the computer dives into the data,
following only basic instructions. The algorithm finds patterns on
its own, and then, through time, connects them with outcomes.
Ina sense, it learns.

Compared to the human brain, machine learning isn't espe-
cially efficient. A child places her finger on the stove, feels pain,
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and masters for the rest of her life the correlation between the hot
metal and her throbbing hand. And she also picks up the word
for it: burn. A machine learning program, by contrast, will often
require millions or billions of data points to create its statistical
models of cause and effect. But for the first time in history, those
petabytes of data are now readily available, along with powerful
computers to process them. And for many jobs, machine learning
proves to be more flexible and nuanced than the traditional pro-
grams governed by rules.
Language scientists, for example, spent decades, from the 1960s

to the early years of this century, trying to teach computers how
to read. During most of this time, they programmed definitions
and grammatical rules into the code. But as any foreign-language
student discovers all too quickly, languages teem with exceptions.
They have slang and sarcasm. The meaning of certain words
changes with time and geography. The complexity of langua
a programmer’s nightmare. Ultimately, coding it is hopeless.
But with the Internet, people across the earth have produced
quadrillions of words about our lives and work, our shopping,
and our friendships. By doing this, we have unwittingly built the
greatest-ever training corpus for natural-language machines. As
we turned from paper to e-mail and social networks, machines
coPld study our words, compare them to others, and gather some-
thing about their context. The progress has been fast and dra-
matic. As late as 2011, Apple underwhelmed most of techdom with

its natural-language “personal assistant,” Siri. The technology w4*
kes.

ge is
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middle school, and for some applications much higher.
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These advances in natural language have opened up a mother
Jode of possibilities for advertisers. The programs “know” what a
word means, at least enough to associate it with certain behav-
jors and outcomes, at least some of the time. Fueled in part by
this growing linguistic mastery, advertisers can probe for deepe}
patterns. An advertising program might start out with the usual
demographic and geographic details. But over the course of wecks
and months it begins to learn the patterns of the people it’s tar-
geting and to make predictions about their next moves. It gets to
know them. And if the program is predatory, it gauges their weak-

nesses and vulnerabilities and pursues the most efficient path to

exploit them.

In addition to cutting-
tisers often work with middlemen, who use much cruder meth-

ods to target prospects. In 2010, one effective ad featured a photo
of President Obama and said: “Obama Asks Moms to Return to
School: Finish Your Degree—F inancial Aid Available to Those
Who Qualify.” The ad suggested that the president had signed a
new bill aimed at getting mothers back in school. This was a lie.
But if it spurred people to click, it served its purpose.
Behind this misleading headline, an entire dirty industry was
beavering away. When a consumer clicked on the ad, according
to a ProPublica investigation, she was asked a few questions, in-
cluding her age and phone number, and was immediately con-
tacted by a for-profit school. These callers didn’t give her any more
information about President Obama’s new bill, because it never
existed. Instead they offered to help her borrow money for enroll-

ment.
This kind of online targeting is called “lead gcm‘m“("‘-" l‘t“
hich can be sold—in

goal is to come up with lists of prospects, W i
this case, to for-profit universities. According to the ProPublica

report, between 20 and 30 percent of the pmmotiona] budgets at

edge computer science, predatory adver-



78 WEAPONS OF MATH DESTRUCTION

for-profit colleges go to lead generation. For the most promisig
leads, colleges will pay as much as $150 each,

One lead generator, Salt Lake City=based Neutron Interactiye,
posted fake jobs at websites like Monster.com, as well as ads pron.
ising to help people get food stamps and Medicaid coverage, ac.
cording to David Halperin, a public policy researcher. Using the
same optimization methods, they would roll out loads of different
ads, measuring their effectiveness for cach demographic.

The purpose of these ads was to lure desperate job seckers to
provide their cell phone numbers. In follow-up calls, only 5 per-
cent of the people showed interest in college courses. But those
names were valuable leads. Fach one was worth as much as $85
to for-profit colleges. And they would do everything in their power
to make that investment pay off. Within five minutes of signing
up, according to a US Government Accountability Office report,
prospective students could expect to begin receiving calls. One
target received more than 180 calls in a single month.

The for-profit colleges, of course, have their own methods for
generating leads. One of their most valuable tools is the College
l_h)ard website, the resource that many students use to sign up
for SAT tests and research the next step in their lives. According
to Mara '[ilefr, a college preparedness counselor for the Urban
;’I\:S:(';::L‘] lil,l,sg:,fk(;ﬁw?,th and Scicncci for Young Won.wn., a plll?'
neered to direct poovr S;ll(;c St"?"Ch engine on the .WCbS.”.e . engl:
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financial aid, the for-profit co(l)ln EMSE A . f]eef
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sions help the students. But impoverished students who provide
{heir contact information are subsequently stalked. The for-profit

colleges do not bother targeting rich students. They and their par-

ents know too much.
Recruiting in all of its forms is the heart of the for-profit busi-

ness, and it accounts for far more of their spending, in most cases,
than education. A Senate reporton thirty for-profit systems found
that they employed one recruiter for every forty-cight students.
Apollo Group, the parent company for the University of Phoenix,
spent more than a billion dollars on marketing in zo10, almost all
of it focused on recruiting. That came out to $2,225 per student
on marketing and only $892 per student on instruction. Compare
that to Portland Community College in Oregon, which spends
$5,053 per student on instruction and about 1.2 percent of its bud-

get, or $185 per student, on marketing,

Math, in the form of complex models, fuels the predatory adver-
tising that brings in prospects for these colleges. But by the time
arecruiter is hounding prospective students on their cell phones,
we've left the world of numbers behind. The sales pitches, with
their promises of affordable tuition, bright career prospects,
and upward mobility, aren’t that different from the promotions
for magic elixirs, baldness cures, and vibrating belts that reduce
waistline fat. They're not new.

Yet a crucial component of a WMD is that it is damaging to
many people’s lives. And with these types of predatory ads, the
damage doesn’t begin until students start taking out big loans for
their tuition and fees,

‘The crucial metric is the so-called go-10 rule, included in the
Higher Education Act of 1965. It stipulates that colleges cannot
8etmore than go percent of their funding from federal aid. The
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thinking was that as long as the students had some “skin in g

me” they would tend to take their education more seriously
But for-profit colleges quickly worked this ratio into their bmimﬁ;
plan. If students could scrape together a few thousand dollars, ¢;.
ther from savings or bank loans, the universities could line thep,
up for nine times that sum in government loans, making each
student incredibly profitable.

To many of the students, the loans sound like free money, and
the school doesn’t take pains to correct this misconception. But
it is debt, and many of them quickly find themselves up to their
necks in it. The outstanding debt for students at the bankrupt Co-
rinthian Colleges amounted to $3.5 billion. Almost all of it was
backed by taxpayers and will never be repaid.

Some people no doubt attend for-profit colleges and emerge
with knowledge and skills that serve them well. But do they fare
better than graduates from community colleges, whose degrees
cost a fraction as much? In 2014, investigators at CALDER/Amer-
ican Institutes for Research created nearly nine thousand fictitious
résumés. Some of their fake job applicants held associate degrees
from for-profit universities, others had similar diplomas from com-
munity colleges, while a third group had no college education at
all. The researchers sent their résumés to job postings in seven
major cities and then measured the response rate. They found
that diplomas from for-profit colleges were worth less in the work-
pla?e than those from community colleges and about the same a5
a high school diploma. And yet these colleges cost on average 20

Pﬂ,;;m more than flagship public universities.
Ha n:f:iiiil;ad('r}:zop for this WMD is far less complicated t'hﬂ’n
— str:;its \dp"o"_fﬂ 40 percent of the US population is I
- Many industrial jobs have disappeared, either
replaced by technolo, : PReatEss =
8y or shipped overseas. Unions have lost their

punch. The top 20 percent of the :

population controls 8¢ percent
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of the wealth in the country, and the bottom 4 percent controls
nome of it Their assets are negative: the average howsehold in this
enofmous and struggling underclass has a net debt of $s 4500,
much of it in extortionate credit card accounts. What these people
need is mOnEY. And the key fo eaming more money, they hear
again and again, is education.

Along come the for-profit colleges with their highly refined
WMDs to target and fleece the population most in need. They
sl them the promise of an education and a tantalizing glimpse
of upward mobility—while plunging them deeper into debt. They
take advantage of the pressing need in poor households, along
with their ignorance and their aspirations, then they exploit it
And they do this at great scale. This leads to hopelessness and
despair, along with skepticism about the value of education more
broadly, and it exacerbates our country’s vast wealth gap.

It's worth noting that these diploma mills drive inequality in
both directions. The presidents of the leading for-profit universi-
ties make millions of dollars every year. For example, Gregory W.
Cappelli, CEO of Apollo Education Group, the parent company
of the University of Phoenix, took home $25.1 million in total
compensation in zo11. At public universities, which have their
own distortions, only football and basketball coaches can hope to

make that much.

For-profit colleges, sadly, are hardly alone in deploying predatory
ads. They have plenty of company. If you just think about where
people are hurting, or desperate, you'll find advertisers wielding
their predatory models. One of the biggest opportunities, natu-
rally, is for loans. Everyone needs money, but some more urgently
than others. These people are not hard to find. The neediest are
far more likely to reside in impoverished zip codes. And from a
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predatory advertiser’s perspective, they practically shout out fo;
special attention with their queries on search engines and thej;
clicks on coupons.

Like for-profit colleges, the payday loan industry operates
WMDs. Some of them are run by legal operations, but the in.
dustry is fundamentally predatory, charging outrageous interes|
rates 'that average 574 percent on short-term loans that are flipped
on average eight times—making them much more like long-term
loans. They are critically supported by legions of data brokers and
lead generators, many of them scam artists. Their advertisements
pop up on computers and phones, offering fast access to cash.
When the prospects fill out the applications, often including their
bank information, they open themselves to theft and abuse.

In 2015, the Federal Trade Commission charged two data
brokers for selling the loan applications of more than half a mil-
lion consumers. According to the suit, the companies, Sequoia
One of Tampa, Florida, and Gen X Marketing Group of nearby
Clearwater, made off with customers’ phone numbers, employer
details, social security numbers, and bank account information—
and then sold them for about fifty cents each. The companies
that bought the information, according to the regulators, raided
the consumers’ bank accounts for “at least” $7.1 million. Many
of the victims were subsequently charged bank fees for emptying
out their account or bouncing checks.

If you think about the numbers involved, they're almost pathet
ically low. Spread over a half million accounts, $7.1 million comes
to barely $14 each. Even if the thieves failed to access many of
these accounts, much of the money they stole was no doubt in
.smal] numbers, the last $50 or $100 that some poor people keep
in their accounts.

Now regulators are pushing for new laws governing the market
for personal data—a crucial input for all sorts of WMDs. To date,
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2 couple of federal laws, such as the Fair Credit Reporting Act
and the Health Insurance Portability and Accountability Act, o
HIPAA, establish some limits on health and credit data. Maybe,
with an eye on lead generators, they'll add more.

However, as we’'ll see in coming chapters, some of the most ef-
fective and nefarious WMDs manage to engineer work-arounds.

They study everything from neighborhoods to Facebook friends
to predict our behavior—and even lock us up.



